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Security Analysis of Quantum Key Distribution Protocol

Takuto Omine*, Non-member, Chikatoshi Yamada®, Member, Kei Miyagi*
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Recently, the Y-00 protocol has been developed as a defense against cryptanalysis. The Y-00 protocol has a high

affinity with existing public communication networks and has also been shown to achive a large-capacity transmission.
In this article, we aim to improve Key DSR, which is part of the functionality of Y-00. We propose a new model of
Key DSR, and a discussion of the efficiency of the new model is presented. Finally, we show that the proposed method

can contribute to the composition of a safety design approach for Y-00 encryption.
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Table 1. Simulation environment.

oS windows 7 Enterprise 32 bit

PC Dyna book R730/E730/E26BR
Memory 4GB

Processor Intel(R) Core(TM) i3 CPU M380 2.53 GHz
Programming language C++

Compiler Bcee32

Table 2. Entropy of each random number generator.

‘ Key length(bit) ‘ Trial frequency ‘ PRNG || Entropy(bit) | Processing time(s)

480 100,000 PRNG1 10.173238 179.59
PRNG2 10.178172 127.97
PRNG3 10.178336 157.67
240 100,000 PRNG1 10.362873 130.28
PRNG2 10.367232 86.61
PRNG3 10.367232 83.15
120 100,000 PRNG1 9.992770 91.31
PRNG2 9.996543 55.88
PRNG3 9.9965865 79.31
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