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Improvement in Look-ahead Matching Hardware for Regular Expression

Shuto Higa*, Non-member, Chikatoshi Yamada®, Member, Kei Miyagi*, Non-member, Shuichi Ichikawa*, Non-member
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IDS is used to detect virus patterns by packets in the network. The virus patterns are generally expressed as regular

expression. The matching hardware for regular expressions has been extensively studied. However, the look-ahead

and back referece approaches have not been studied very much. By using the matching method for the look-ahead

pattern that has been already suggested, the matching result is added to memory. Therefore, the memory increases as

look-ahead patterns increases. Moreover, the operating frequency becomes lower than that of conventional matching

hardware. In this article, we propose an improved method of regular expression matching hardware for the look-ahead

pattern. Using the proposed method, we show a decrese in memory and an improvement in the operating frequency.
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Fig. 1.

Send ping.

[#*] [1:1000000:0] test [**]

[Priority: @]

B1/10-08:16:19.8200805 192.168.147.1 -> 192.168.147.138
ICMP TTL|:128 TOS:0x0 ID:1825 IpLen:28 Dgmlen:60
Type:8 Code:® ID:1 Seq:61 ECHD

[#*] [1:1000000:0] test [**]

[Priority: @]

81/10-00:16:20.821914 192.168.147.1 -> 192.168.147.138
ICMP TTL:128 TOS:0x0 ID:1826 IpLen:20 DgmlLen:60
Type:8 Code:® 1ID:1 Seq:62 ECHO

[#*] [1:1000000:0] test [**]

[Priority: @]

81/10-88:16:21.8260895 192.168.147.1 -> 192.168.147.138
ICMP TTL:128 TOS:0x0 ID:1827 IpLen:20 DgmLen:60
Type:8 Code:® ID:1 Seq:63 ECHD

[#*] [1:1000080:0] test [**]

[Priority: @]

B1/19-88:16:22. 8300086 192.168.147.1 -> 192.168.147.138
ICMP TTL:128 TOS:0x0 ID:1828 IplLen:20 DgmlLen:60
Type:8 Code:0 ID:1 Seq:64 ECHO

Fig.2. Snort alerts.
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(EE7) Ri{M, }=RMURMU...
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SMU
pattern
Pout Pin |€=—| Pout Pin |€—- + +€—| Pout Pin
Ein Eout |=>| Ein Eout |=>- - =>| Ein Eout
text text
Cin Cout |[—>| Cim Cout [—. . .—>| Cin Cout
start
START START START START START START
in ot [ oat 7> 2 out > PM
STU H->
SMin SMout |==>| SMin SMout [—>- - -=3>] SMin SMout [}
G cc, CC,,

Fig.3. Matching hardware for regular expression.
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[ matching success

“collarblue” match

(a) Pattern collarblue

“blue” not match

N
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“blue” match

N\

textf co11ar|bllue

A 7N
“collar” “b” oollar® “p?
match match match match

matching success matching failure

(b) Pattern collar(?=blue)b

“blue” match “blue” not match
textlcollarblue textcol]arbllack
“collar” “p” “collar” “p”
match match match match

matching failure matching success
(c) Pattern collar(?!blue)b

Fig.4. Examples of matching for look-ahead.
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matching @
start character
text aq Az ... A; ... Clj a]—+1 e Qo ayp o
R, matches

matching @
A start position for R4 start character of R,

N,
text a, a; .. a;j=s. a}- aj+1 v Ay v Ao

—_—
R, matches matching for R, starts
B start position for R3 not start character of Ry
text a a; ... a; ... aj aj+1 e Ay o ag o
R, matches matching for R; dose not starts

Fig.5. Matching method of previous research.

pattern P (ch|alt)ar

match match

text dcjcharxsnxtcaltarsdzhchb
Reversed
pattern PR ra(tla|hc)

match match

Reversed text bchzdsratlactxnsxrahcjecd

Fig.6. Matching for a reversed pattern.

IEEJ Trans. 1A, Vol.136, No.10, 2016



i~y Fr =Ky 2T ouE (WEHt, i)

model preprocessing circuit

char info
vV

matching

. result
matching matching
engine

e

engine

1 memory A memory B

Fig.7. Architecture of previous research.
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matching @
end character of Reversed R,
Reversed text e A e Qe v Qg G eee G e A Qg
Reversed R, matches
matching @
A end character of Reversed Ry end character of Reversed R,
Reversed text ... Q) w. Qg oo Qjypq Gj 7 Q) o Gy Qg
matching for
Reversed R; matches Reversed R, starts
B end character of Reversed R; not end character of Reversed R,
Reversed text ... 4; ... Qg ... Gj4 ajKal/ a; a4
_—
matching for Reversed R,
Reversed R; matches  dose not start

Fig.8. The proposed matching method.
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