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Evaluation of Hardware Obfuscation Techniques using Obfuscation Tool oLLVM
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Obfuscation is a method to conceal the structure and function of software. Obfuscator-LLVM (oLLVM) is a set of

tools for software obfuscation, which is implemented as middle-end passes in an LLVM framework. This study inves-

tigates the hardware obfuscation scheme, where the C-codes obfuscated by oLLVM are converted into logic design by

using an HLS (High Level Synthesis) tool. CHStone benchmark suite is used for evaluation, where each application

is processed by oLLVM, C-backend, and Xilinx Vivado HLS to generate the corresponding obfuscated logic design.

On average, the logic scales of obfuscated designs became 1.1 times larger (by bogus control-flow), 1.7 times larger

(by control-flow flattening), and 1.2 times larger (by instruction substitutions). In some applications, the obfuscations

added by oLLVM were canceled by the analysis and optimization of HLS.
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Fig. 1. Flowchart of software obfuscation.
Table 1. Evaluation environment.
(6N Ubuntu 16.04.2 LTS
CPU Intel(R) Core(TM) i5-4440 @ 3.10 GHz
Memory 8GB
GCC 54.0
oLLVM clang @ 3.5.0
Ilvm-cbe 352
Optimization option -02

Table 2. CHStone programs .

Program | Design Description

DFADD Double-precision floating-point addition

DFMUL Double-precision floating-point multiplication

DFDIV Double-precision floating-point division

DFSIN Sine function for double-precision floating-point numbers

MIPS Simplified MIPS processor

ADPCM Adaptive differential pulse code modulation decoder and encoder
GSM Linear predictive coding analysis of global system for mobile communications
JPEG JPEG image decompression

MOTION | Motion vector decoding of the MPEG-2

AES Advanced encryption standard

BLOWFISH | Data encryption standard

SHA Secure hash algorithm
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IZOWTZIT RS 5,

Fig.7 13, LUT#OHa2H7 7 7 TRLIZBDTH S,
ke U CHE L (F) TGS AT 2 2 Lbh
5o HODDIGH (72 213 ADPCM) Tix, B*® S Ti
FEHEABE R L2V (0 EIFIZFL),

ADPCM 22T HLS ® #1773 % VHDL Fiik % 572
é; Z %, ADPCM_B & ADPCM.S 131254 % & & Original

HEF L CHolze ZD10 ADPCM_O, ADPCM_B,
ADPCM.S OB SHE I o /2b DL Bbh s, L
» L ADPCM_B, ADPCM_S ® C ik — A CI3HED 2
LA EINTEBY, V7 Ny o 7EHMETIFEITRR
a— R A X‘éiﬁDuquxéo $ 7 b HLS OfEHT & fizid
iz DGk B & S) PrEEINeEZONL, &
D728 50 4T ik@d\é&%ﬂ 7 LTHERA LY, £2°C
b B & SAEMLSN AL B S 7z,

AES % MOTION Tid, O ®[H#H#1#75 Original & 1) /1
S HoTWwW5h, I CBE %412 _attribute_ % 5-2. C,
LD Y FEHEZTWA D EHEHENS, HIZ1EC
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Table 3. Summary of Obfuscated hardware.
cycle min. max.
DSP | BRAM || time latency latency

Design LUT FF 48 18K [ns] [cycle] [cycle]

ADPCM 11542 | 25729 | 164 14 8.64 | 2.14E+04 | 3.25E+04
ADPCM._O 10473 | 20729 | 136 12 8.70 | 2.00E+04 | 2.96E+04
ADPCM_B 10473 | 20729 | 136 12 8.70 | 2.00E+04 | 2.96E+04
ADPCM_F 14413 | 28948 | 117 13 8.70 | 1.97E+03 | 2.64E+07
ADPCM.S 10746 | 21613 | 135 13 8.70 | 2.13E+04 | 3.09E+04
AES 9955 | 7119 8 14 8.60 | 2.57E+03 | 5.66E+03
AES.O 6832 | 4629 0 13 8.60 | 3.24E+03 | 3.32E+03
AES B 7618 | 4738 0 12 8.60 | 5.12E+03 | 5.44E+03
AES_F 19573 | 16243 | 24 13 8.59 | 4.03E+03 | 2.58E+05
AES_S 7145 | 4693 0 13 8.60 | 3.24E+03 | 3.32E+03
BLOWFISH 14694 | 15928 | 0O 19 8.58 | 7.63E+04 | 3.68E+05
BLOWFISH.O || 14745 | 16032 | 0 19 8.58 | 6.12E+04 | 3.79E+05
BLOWFISH.B || 14640 | 15906 | 0 19 8.58 | 6.12E+04 | 3.79E+05
BLOWFISH_F || 18159 | 22697 0 19 8.51 | 749E+04 | 1.07E+10
BLOWFISH.S || 35435 | 37356 | 0O 19 8.58 | 6.25E+04 | 3.94E+05
DFADD 8591 | 8686 0 7 8.75 | 3.23E+02 | 1.01E+03
DFADD_O 8591 | 8686 0 7 8.75 | 3.23E+02 | 1.01E+03
DFADD_B 8714 | 8973 0 7 8.75 | 3.23E+02 | 1.01E+03
DFADD_F 11016 | 10748 | 0O 7 8.54 | 2.81E+02 | 3.17E+05
DFADD_S 10298 | 8844 0 7 8.75 | 3.23E+02 | 1.06E+03
DFDIV 7254 | 10263 | 24 7 8.75 | 1.33E+02 | 3.76E+03
DFDIV_O 7254 | 10263 | 24 7 8.75 | 1.33E+02 | 3.85E+03
DFDIV_B 7938 | 11622 | 24 7 8.75 | 1.33E+02 | 3.83E+03
DFDIV_F 9208 | 12497 | 32 7 8.54 | 5.00E+00 | 3.99E+05
DFDIV_S 9051 | 10750 | 24 7 8.75 | 1.33E+02 | 3.85E+03
DFMUL 4291 | 5360 | 16 7 8.52 | 1.21E+02 | 5.21E+02
DFMUL.O 4275 | 5165 | 16 7 8.52 | 1.21E+02 | 5.21E+02
DFMUL_B 4223 | 5165 16 7 8.52 | 1.21E+02 | 5.21E+02
DFMUL_F 5642 | 6622 16 7 8.64 | 1.25E+02 | 1.71E+04
DFMUL_S 5046 | 4925 16 7 8.75 | 1.21E+02 | 5.21E+02
DFESIN 20703 | 25414 | 44 8 8.75 | 1.08E+03 | 9.42E+04
DFSIN_.O 20687 | 25219 | 44 8 8.75 | 1.0S8E+03 | 9.60E+04
DFSIN_B 20467 | 25296 | 44 8 8.75 | 1.08E+03 | 9.60E+04
DFSIN_F 27898 | 30823 | 52 8 8.66 | 2.21E+02 | 2.94E+07
DFESIN_S 24055 | 25396 | 44 8 8.75 | 1.12E+03 | 9.64E+04
GSM 6455 | 10729 | 49 12 11.36 | 2.61E+03 | 4.04E+03
GSM_O 6459 | 10729 | 49 12 11.36 | 2.61E+03 | 3.69E+03
GSM_B 7036 | 12496 | 49 12 11.36 | 2.61E+03 | 4.08E+03
GSM_F 11399 | 22226 | 48 9 9.70 | 1.98E+03 | 6.64E+07
GSM.S 6535 | 10925 | 49 12 11.36 | 2.61E+03 | 4.94E+03
JPEG 34840 | 50504 | 154 52 9.22 | 427E+04 | 1.71E+06
JPEG.O 35078 | 51312 | 154 48 9.59 | 426E+04 | 3.69E+08
JPEG_B 37166 | 53650 | 154 46 9.59 | 441E+04 | 3.26E+10
JPEG_F 52496 | 79054 | 155 48 9.81 | 1.59E+05 | 6.07E+14
JPEG.S 36332 | 52587 | 154 46 9.59 | 427E+04 | 7.92E+15
MIPS 1956 | 2458 8 4 8.69 | 2.63E+03 | 3.85E+03
MIPS_O 1928 | 2314 8 4 8.69 | 2.64E+03 | 3.86E+03
MIPS_B 4895 | 2781 8 3 8.69 | 3.35E+03 | 6.40E+03
MIPS_F 4998 | 2938 8 4 8.69 | 1.68E+04 | 3.36E+04
MIPS_S 2086 | 2426 8 4 8.69 | 2.64E+03 | 3.86E+03
MOTION 4555 | 6235 0 5 10.01 | 9.60E+01 | 1.64E+05
MOTION_O 3997 | 4784 0 5 10.19 | 9.60E+01 | 1.64E+05
MOTION_B 4018 | 4779 0 5 10.19 | 9.60E+01 | 1.64E+05
MOTION_F 12488 | 13352 | 0 8 10.19 | 2.25E+02 | 6.49E+10
MOTION_S 4354 | 5087 0 5 10.19 | 9.60E+01 | 1.64E+05
SHA 3246 | 4072 0 20 8.63 | 1.11E+05 | 1.12E+05
SHA O 3246 | 4072 0 20 8.63 | 1.03E+05 | 1.12E+05
SHA B 3246 | 4072 0 20 8.63 | 1.03E+05 | 1.12E+05
SHA_F 6502 | 7439 0 22 8.75 | 1.05E+03 | 3.24E+06
SHA_S 3759 | 4439 0 20 8.75 | 1.03E+05 | 1.12E+05

BREDEEDN— Ry = 7 OLERE YV REVGE, B

B b L Rl A XICHIRTE D 2 E Db,

BLOWFISH_S Ot b K&y, Thidv 7 by«
TRHEO T — N A X TH RSN BMEAT, N— 7 = 7
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Fig.8. Ratio of minimum latency to the original.

BOHEETIERV, FHREFH~<% L, BLOWFISH @ S-box
HATEHCOEEFPER SN, —BEHE~ORATOHK
F 2 513 1R LT/, BLOWFISH OHliHiHE 1%, i#
BPEIRIC L 28T LIIFICEG L Twb vz b,

MIPS_B ® LUT b KT o TRE WV, FRTHBL E, L
TAZRAEYANDT 72 AN MIPS.O Tid 32 ¥y M
W25 TWABDIZXF L, MIPS B Tl 8 ¥y MHATIIZR -
TWie ZD72% MIPS B TIIFHEAHIMEIC 22 ) LUT %
WML b0EBEbb, XY T 7L AEDIEERD,
BORIE 7 10— CHEFL T 2 72D ISR LB 7 LB C
HHPEHPTIE RV, o T OFBEHER I, FE¥E
DRIETH > TREM 2L T i&‘b‘ﬁ”b LIz,

(5-3) EFTEFRI  Table 3 (2, 1250 x 5 DFEF
A7 VORI (R, k) 255, Fig.8 13, %
194 7 v (B/N) % Original L D)L TRL72HDTH
%o #OMDIBH (ADPCM, SHA %) T, “FiHit (F)
BOWRANT A 7 VI Original & D /&, Z U FHEAL
TFHEOEZEWFHETH 5, FHLIN A T0 75 L TlE—
DOILIRZ RGN 3 TEATT B 720, A H ORI
Y% b ) FATHA 2 VAT 5, L2*L HLS ®
B/NBIERAE T, YA 27 VEOBEIASE L { S ST
WiwekEbhs,

—77, HLS O RAED 2 i KEATH A 7 VEIIHRE VISR
&<, BFEMNL7MEIZ% % (Table 3), Fig.9 1%, FE4714
A7V (k) % Original L DI TRL7ZBDTH 5,
BEOWIHKRE GED 720, 07T 777 % xR

IZLTwW5b, Fig.9 THHLEDOT 1 7 VEFKEVDIL
B/MED BAE &2, A 7 VOB AR Hk
RELENTWE72DEEZOLNL, 2ZOLHIZHLS DR
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OEFALF LA MEGE LT, L2 MBEL, X DEHY
AN — Y 2 THEBRTFE R T 2 L8 P H 5, &K
WgeTidy 7 M = 7S LY — )V oLLVM % /\— K7 =
TSI L7225, /N— F 7 = 7SI E A OHf
RERE . FMMTAZE DS BOBETH L,

LN — B = 7 OMREF — Ny FlZonTlid, &
LITHBE CEMNMN LM E TN S, /T A 7 IV %
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EBH, ol LR FEOMEENE T Iab -3
VIEE D B o THEWTIE 2V, & LA FPGA & W
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W X 720,
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