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Experimental Implementation of Fault Tolerance Using Dynamic Partial Reconfiguration on
Xilinx Zyng-7000 SoC
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Chikatoshi Yamada*™*, Senior Member, Kei Miyagi***, Non-member
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In our previous paper, the authors proposed a fault tolerant system that adopts field programmable gate arrays
(FPGA) with dynamic partial reconfiguration (DPR), based on autonomous control of reconfiguration. This study
presents an experimental implementation of the proposed system that utilizes the DPR feature of Xilinx Zyng-7000
SoC. The control logic of DPR is implemented as a Linux software on the embedded ARM processor of Zynq-7000.
DPR is invoked via PCAP, which is the dedicated interface for the embedded ARM processor. Four tiles (reconfig-
urable areas) are prepared and dynamically reconfigured to avoid the firm error of SRAM-type FPGAs. An experimen-

tal fault-tolerant system with triple redundancy and logic roving is implemented, and the measurement results of the

reconfiguration time and data transfer time are presented.
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Fig. 1. Concept of tile fault tolerant system ®.

| Configuration Memory | | Configuration Memory

Config. data Config. data
WT | RM % Roving 1, WT RM
v v " v v

R;w’ng

(a) (b)
WT: Working Tile, RM: Recovery Manager, V: Voting Circuit

Fig.2. Fault-tolerant methods proposed by the au-
thors @

(2:2) ZANTA—IHMRLT2 B 9, Bk
BHHbET —F7 7 F v OB LT, ¥4V 75—V}
LIy ROOIZOWTHAT L, ZOFETIE, FPGA N
EYANEMFIEINE L=y MIOEILTHWA, FPGA -
VR SN B HEKIE Y A VOESEE LTERSR, 51
WAZHEAFEE L7208 3R D 5 A b & T & W4
TS 5 2 & THEIBT 5,

Fig. 1 1, FHRIC L ) iFEIRELSEETS L) 7%
KLV DOTH D, WEROIEFIRE (Fig. 1(a)) 205, &
LDy A VHHEEL 72+ 2 (Fig. 1(b)o #BEL72% 4V
ERETC, RV 3 ODF A IVTHREZ EHT L2 L1280,
HeEZ E$ 5 (Fig. 1(c))o

COFFRILEL AT, WERKD - ) OmERE
BN TWEO0HF M TH L, 7272 LEHBROEIZY 1)L
[t %o % CEMAEMIC R > T, FEHIELEIC X 2 LEERE
JMET2SREE 7 5,

(2:3) EHELSPBEICIRELAMEELCFE KIS,
FEEOVBBIIRE LB TR FHHT 5, 20
BN % Fig. 2 |25

AKFHFTIE, FPGA WOFIHWTRETIE % & A VIR 555
LTHwA, Fig.2 I8\ T, WT (Working Tile) (X H
D olpEtknE, RM (Recovery Manager) 35 B 1 O il
¥, V (Voting Circuit) (¥4 1 I)VORFE i 572
DOLFPLN % K, WA E) (Configuration Mem-
ory) 121X, &5 A VOB T — ¥ KM STV 5,
77— AL —RED7D, BT — 5 13— @R L
BEWR D, TOBE, £ 4 NVOBEY REH S 1 VIZK
BIBENT 52 L1k, WEEEZHHEL Ao H &Mz 247
9 (Roving) o KM & A VSHEE L TV & 2R
T5720, 7 A MNHEKE 3 ODONAVICHEEZAAT, —

IEEJ Trans. IA, Vol.141, No.2, 2021



B RER FIAE I 2 O 7o R L T (B R,

)

HaefRs s (V, V', V'),

RFETIIREL &Y A VEICHHEET D720, &F
DHFIEE L 2 B 5, BRI D FE2E L OREITER S
N5, MEM & LT, Xilinx ¥:0 DPR TiZ& ¥ 1 V23
T LI RCOAKOWEKT— 5 *HETHLESH L7
B, REGHEAT)PULEIIRS (¥4 IV x BREERD -
F 72 RM HikA BB S8 % 720 RF DB 2 5 6

(2-4) EHOEEHEIER  FPGA L%, midlikss4 &
Sz HEE, HEREREEIL S92 THERS X UH
B 2179 o L2L, Xilinx ¥:0> DPR "W2-Cid, FHiEh{e
AT SR E O EERE & PR T A 2 AT E o

%9 FPGA O % /\—T 4 v a Y TRY Y, o
|2 DPR "R #3% (DPR fHif) Z/EH§ %o Xilinx £
FPGA T3, BT =7 DA->727 74 V%2 Yy b7 7 A4
EIES (T2 bit TH B 7). FPGA &xfk% 7L E v
k7 7 AV CHE L 72, DPR $EIO [HIERIEH % H50 /8 —
TXNEY N T ANVERAALZEICLD, MOMHEEBO
OSBRI 2 G- 2§10 2 Bl 2479 2 A5 T
&b, MEEBRET LI, 79y F 78y AR —
N - PSTH

PCAP (Processor Configuration Access Port) 1%, Zyng-
7000 %D SoC # FPGA % fip T 5 £ FETh 5 101,
PSEHD 70t v 46 PCAP 3 % &, FPGA Ok
BAFETTEHILENTES, PCAPA v ¥ 72— A%
T 5121, V7 b =725 DevC (Device Configuration)
NI A N—FI AU, DevC NJ A /\1L#58) 7 PCAP
E— FOEREL DMA (Direct Memory Access) #z3% D B
e BT 5,

Zyng-7000 I ¥V F &7z Linux 7 — %IV I2UE,
/dev/xdevefg L\ ) AT v V7 7 AVHPHEINTWY
% 9, xdevefg 13 PCAP 2 #lifl§ 5720 D7 /N4 A N7 4
INT, xdevefg 7N AN T — & &4 2 & T, PLEB
DR EFITTE D, 722 LBIRTIREY b 774V %
ZOEFWSTZENTET, FHAHAD DAL 54
Db, BARIIZIE, €y M7 7 ANVDNy TESG & B
ZL, N M= EEUTDLEP DD, 774 NVD
T.\& Vivado Design Suite 17225 Tcl 2~ > FTIr9) 2 &%
T& 5,

3. Zynq-7000 Soc (C & 3 E

(3:1) HMELXTLOBME DT, KEITIE, K
THELE VAT LAOBMBEICOWTHHAT L, VAT LD
70y 7% Fig. 3 \ORT . AFEORES AT LTI, 2
BEOREEEEZFHIETE % L9124 50 DPR #Hi%% FPGA
IR L7z Fig.3 Cl&, fl& LC2 M MIE (WT,
WT,) &% A VIZEEL, 5% 2803l (Spare) & LT
W5,

JeATHIZE O TR, TBEBI(E % F] 5 RM % FPGA LIZf
L, CHICEERT A CEREEEMIELEII L
72 (Fig.2)o L2°L RM DFEREANE 2 5 & FEEEAHHEIZ 22

95

PCAP |«

Configuration
Memory

PL

WT, WT, | WT: working tile

Spare | Spare

Fig.3. Block diagram of the proposed system.

d
(@)

[ cru ] [ cru )
dinl “dout din J dx dx" W‘doul
dx——>
A B A B

(b) ©
Fig.4. Logic comprised of two tiles.
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Table 1. Evaluation environment.
FPGA board Digilent Zybo
FPGA device Xilinx XC7Z010-CLG484
oS Petalinux
CAD Xilinx Vivado Design Suite (2017.4)
Xilinx SDK (2017.4)

PS | ARM Cortex-A9 processor |

AXI3

\ 4
‘ AXI Interconnect (Xilinx IP) }
AXl4-Lite |

PL

Partial Reconfiguration Decoupler (Xilinx 1P)

|
AXI4-Lite¢ I 1 I
CHER CHE EHT

Partition 0 Partition 1 Partition 2 Partition 3

Fig.5. Hardware design.
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Table 2. List of boot files.

Filename | Description
BOOT.bin Boot image, including FSBL,
u-boot, and bitstream
devicetree.dtb Device tree
ulmage Linux kernel for ARM
uramdisk.image.gz Disk image for Linux
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12 BootROM 12 & o THBJRYICFRA I S b 9, Kif5E
TIYER L7277 A )V%& Table2 IZF L &7z,

4. = B Bl

AKETIE, RMZ2V 7 vy 27 b L72v 25 2 DAl
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ATV, IELLS T— Yk rbh s 2 L 2R LTz ¥
AV EIIINERRL AR T EEL, HEMEREY PHAMEL
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Fig.6. Example: Triple modular redundancy.
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AHFFECTlE Zyng-7000 © ARM Cortex A9 (/Y— Fa 7
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Internal Configuration Access Port (ICAP) #% fiv>C PL #f
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19 % 35413 Partial Reconfiguration Controller (PRC) 219
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Processor
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Memory Memory
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Fig.7. ICAP and PRC.
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FCERELRIEBET -5 b, FIZITHIEHY 7 by 2T O
—E xR EALABUC X ) = K = 7L L T Zynq-7000 T%
LA, HIEGmEOMEERARIEIN— Py = 7 I2 LD
10 f510 L5275, ¥ A7 A &ROMEREIZIED 2% ~25%I2
BFT2ZEMESNTND, HETOERIZ, o
oy EEBEE (= B 7ALHE ) oo 7 —
YEIETH B,

7= FHRRER 6 1%, ki o, IR B, fnikE
sHD, 6=s/la+B TEIHENL, L LEAFEDOFERET
IZ DMA 3 L TE 59, m%kidHic 17— F (32bit)
BN CTHbDH, TDROME a LIRIEL IITHETET, Mg
fEIZ 17— Figkd 28 6 T B, T 72455517 (read,
write) (X VBRI R % BN D B A5, T TIES A
WADEE~FTVREL~F A NVDPLDZELE ) —EDE
PRI AW L, FORH % 7T — AR THRL T &
RKDTo A1 FITHRIBEY) NS K2 — 27 2fTo T
LHOT, ZOFELEH L L, F— & irkEE 51 (read
2[a], write3[8]) TH 5D,

FIREIC, FERERCERR y A RIKGET A2 E2 605
W, W= ¥ VY b T ANDHFA XWEN—FT 13 v
RVER L 7B CiE o CLE ), B4 ZimPlalEs ¢/ 8 —
DA NVE Y 8T 7 ANELER L THRID, W ONE
WL BT A RE—%E (REHETIZIII72 N1 b) THo
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@ SDAI—F2oNX—Y v VEy M77 )% read L

TERBLONY 7 712K T 5,

(b)  /dev/xdevcfg % open § %,
(¢) xdevefg l2/Ny 7 7 ODNE % write T 5,
(d) /dev/xdvcfg % close § %,
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EENEDL, TTTRUTO3@EYIZOWTHIE L,
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Table 3. Data transfer time and reconfiguration time.

336ns
1 | 8.8ms
8.4ms
v3 | 49ms

Data transfer time ¢

Reconfiguration time 7y,
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