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Random Number Generation from Internal LFSR and Fluctuation of Sampling Interval

Hidetaka Masaoka*, Non-member, Shuichi Ichikawa*®, Member, Naoki Fujieda™, Non-member

(20204E3 A 6 H32 4, 20204F 6 A 24 HE5AT)

An unpredictable random number generator (URNG) adopts a deterministic algorithm with volatile internal states
of a microprocessor, which makes the output of the URNG practically unpredictable. This study examines the URNG
design proposed by Suciu et al., wherein performance counters are considered as entropy sources. Our experiments
confirm that the URNG with performance counters requires a relatively long sampling interval with a background task
to produce a high-quality random sequence. On this basis, we propose a new URNG design that is suitable for embed-
ded systems. A simple 128-bit LFSR (Linear Feedback Shift Register) is built in a processor, whose lower 32-bit value
is used as a random number. If an adequate sampling interval is maintained, the derived values pass the DIEHARD

test.

*—"77— K I URNG, flsA# ¥ A7 4, LFSR
Keywords: URNG, embedded systems, LFSR

1. IU®IC

tF Y F AR Y I AL —Y 3 VHETIE, L&
BEIMEH SN TWA, BLEIGAERFEICE > TRE LD
To2HMEICHEIND,

TE%V, BENEHBEERTHICEERAN—-FY7 27 (B
PEELBAE RS s TRNG) 2S00 %C, —f%12 TRNG O 2 A b
AL B R R B I L TR T A 2 LS
-(\/\Z) (l)o

SEUVEL B s (PRNG) TUE, HBIER NERIKEED 5

BEM4E# (True Random Number ; TRN)  ZuE< EFUTELWRESEDSH S, LALPRNG V7 b7 7
v &l LS AR L CAER S NS, TEAT AT Oy FRIEHRIEF R CH Y, Tty
5E{L1EL# (Pseudo Random Number ; PRN) €l 7% FOWNERIREE 7 0 v 7RIS 5720, ThEFAY

TNT) ALEFIH L CTERENDH, GLEOFEOHE
MEEEZBHALLIET LD D,
BEUAELBIINERIRREE 7V T Z A SHEETE B, &
RIS ICHE T2 O TRHRMEEZ FMT4 2 L1

a) Correspondence to: Shuichi Ichikawa. E-mail: ichikawa@ieee.
org
* BABPAN R AR WA - A IH IR LA HI
T 441-8580 EHILBAETRANEEL T o 1-1
Department of Electrical and Electronic Information Engineer-
ing, Toyohashi University of Technology
1-1, Hibarigaoka, Tempaku-cho, Toyohashi, Aichi 441-8580,

T TR E LRGSR TE 5 s 59,

Suciu 5 @®i%, Intel #:> CPU 25b 2D/ 7 3 —< Y A F
Uy e NEKEEE LTRIATAZ L1248y, EEMICTH
AN RE R ELEUE R T 2 $2% L 72 (Unpredictable Random
Number Generator ; URNG), /37 4 =< Y AW 7 v ¥k
VAT LMROEZ S ETHHINL LY AST, VT b
T LR ETH Y, Taby IR E S 0T
WEOTEMIA MELICFIHTRETSH 5, Suciu b @i,
BEONT+—< AN %% XOR TEHTLZ L, W
TN TR ERGELTAI L, HEOAL Y et
BT AL, REDFERIHT LI LIZLD, NIST HE

iizcan W fe 2T 22 AR 2R A B EIFIDIE S NI LB LT, B4 Ol
" BRI Lok TR . .

=2 . o
T 470-0392 B I VR LT 5 1247 7= Y AAY Y F %Mz URNG % RISC-V O HJf]

Faculty of Engineering, Aichi Institute of Technology
1247, Yachigusa, Yakusa-cho, Toyota, Aichi 470-0392, Japan

© 2021 The Institute of Electrical Engineers of Japan.

86

s L L CHER L7275, DIEHARD 7 A M X AHEICE
BT b EDRTELRD ST,



M LESR # FIH L 7zf8LEkAEne (IERIF5 4, i)

AU ORAMEBIE, HART AT AT O T A b2 Table 1. Experiment environment.
OEmELEBER TR AR T LA L THE, FT 28 Linux Ubuntu 18.04.1 LTS
KRICIETIE, 2ECHEONTAMRZHEEZ T, koA b DRAM 6GB
N—F7 272329 URNG Z_E L, Z0O3FEEE - 57 Library | PAPI5.7.1.0 (Language: C) ()
EREWET 5, ZBAMLITERFARIAERS AT Compiler GCC7.3.0

Test Suite DIEHARD (D

LFFZERCTHELEROICKIELMEBIEL L 725 D
"6&) 6 o

2. Suciu 5® URNG

(2:1) FBEE 2 =0OFEBEIT Table 1 (27T
DV THb, Intel #7714, Linux, PAPI &9 f&+H
&, BATHIZE OB b TERIR L2, 7272 L7 ut vy 4o
ML YT N 2T ON—Y 3 Y IREATIIE L BT R B,

BLECTHE O FHIN IR RIS X D ATh s ®, T
[ NIST 7 A F WL L HWENTWED, BERT—4
wEAKEWVO, RITHROZ VIR IZIIARME TH
%o Z T TARWIFETIE, HS 0ZH#E LT, DIEHARD 7
A b R FHEI VB

DIEHARD 7 A MI& I8 DT A M bR, &7 A
~T1~100M8 (G&t31318) O pfEZ 9% (Table2),
ERHEDOIEITEO SN TE ST, FHZOHITIZER
LNTWAEDT, AIFgeCIXLIT ORMECHELEME = 5-
T 5,

AT DEBRE T H L p HIZXE [0,1) THE IS
e HIEDPELENDLDT, Table 3 12K L2 HHETH p
o) (PASS). /558 (WEAK) /Jf (FAIL) % H)
523 5o FAIL O AR (ML) (£2x10°8 20T, A
NAEEETHIUE (121F) F84: L v WEAK D584
(W) 13 1x 1072 2 DT, WEAK % 1%AEERAT 5
ZELWREFETH D,

2 313 8D p 22T PASS/WEAK/FAIL D%
ERTE, L DOpHEELNTETA MDA FHVKE
CRAZTLE) . Z2XTUTOHEICLY, &7 A bR
REHET Do KT AMTHII SN p EOMEELAT9 LA
EThnZ, BoNzpEOGHEE—HTHL0E) 0D
H)5%€ % Kolmogorov-Smirnov M2 & W4T\, 15172 p
fli% Table 3 IC/R L7-METHET %5, 7A FOHMNT 5
p EAY 9 AR CTH UL, DTSR D Jik TR %
T2, £TAMCTHIENS plEIZ, B&DTH FAIL ¢
GInNnE, 207 A MIFAIL, &N 5 pfiilc FAIL
137 ¢ WEAK 28& i, 205 A b3 WEAK, H7
END p A4 TPASS THhNE, D7 A MIPASS &
T 5

DUF, A Tld, £ 18 D7 A b PASS/WEAK/FAIL
ORI & 0SB O B % 5Pl %o

(2:2) INTA—TZXAHYTL2DEIR $9, Gl
RIS 587+ —< VA ¥ @R LT,

FTATHFROTIE, BLBmMEELET L7290 5 DD X
74—~ A% Y% (PAPLTOTIS, PAPLTOT.INS,

87

Table 2. DIEHARD test V.

Num. p-values

Test

Birthday Spacings 9
Overlapping 5-permutation (OPERMS) 2
Binary Rank (31x31) 1
Binary Rank (32x32) 1
Binary Rank (6x8) 25
Overlapping 20-tuples Bitstream 20
Overlapping Pairs Sparse Occupancy (OPSO) 23
Overlapping Quads Sparse Occupancy (OQSO) 28
DNA 31
Count the 1’s (stream) 1
Count the 1’s (specific) 25
Parking Lot 10
Minimum Distance 100
3-d spheres 20
Squeeze 1
Overlapping Sums 10
Runs Up/Down 4
Craps 2

313

Table 3. DIEHARD evaluation criteria.
Decision Condition
PASS 0.005 < p < 0.995
WEAK | 0.000001 < p < 0.005, or 0.995 < p < 0.999999
FAIL p < 0.000001, or 0.999999 < p
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Fig. 1. DIEHARD result for sampling bit-width.
mPASS = WEAK = FAIL

N
(2]

10ns 100ns 1pus 10ps 100 us 1ms

[N
NS

: I

0 1ns

Tests
>

o N A O

Request Time

Fig.2. DIEHARD result vs. sampling interval.
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Fig.3. DIEHARD result with HimenoBMT.
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Fig.4. DIEHARD result with IOZONE.
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Fig.5. DIEHARD result with STREAM.
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Table 4. LFSR specifications.

Length
32 bit
128 bit

Primitive polynomial
X2+X+ X+ X+ X2+ X+ 1
X+ X+ X2+ X+1
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Fig.6. DIEHARD result of 32-bit LFSR simulation.
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Fig.7. DIEHARD result of 128-bit LFSR simulation.
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Table 5. Implementation environment.
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Table 6. Logic Scale.

FF LUT Memory /O BRAM DSP4§ BUFG MMCM
LUT
PULPino 11776 17016 45 32 16 6 5 1
PULPino + 128-bit LFSR | 11938 16765 45 32 16 6 5 1
Available 106400 53200 17400 200 140 220 32 4
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Fig.8. DIEHARD result of 128-bit LFSR implementa-

tion.

Table 7. Generation rate.
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