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Evaluation of a Random Number Generator based on an Internal Linear Feedback
Shift Register

Hiroto Kamogari*, Non-member, Shuichi Ichikawa™®, Member

(20224E3 A 16 H3A), 202248 H 24 HFH2AT)

A previous study presented a random number generator based on the fluctuation in the sampling interval of an in-
ternal linear feedback shift register (LFSR). They reported that the derived random numbers passed the Diehard test;
however, the design guidelines were not specified. The previous study examined two configurations of LFSR, which
are far from satisfactory to determine the appropriate length and feedback polynomial. Moreover, the minimal sam-

pling period was not known. The present study focuses on these aspects and elucidates the requirements of LFSRs to

generate high-quality random numbers. Extensive experiments were conducted, and the following results were derived.
(1) The selection of the characteristic polynomial of an LFSR affects the quality of random numbers. (2) The length
of an LFSR should be 48 bits or greater with a constant sampling period. (3) The sampling period should be 32 cycles

or larger. (4) The quality of random number sequence is considerably improved by a fluctuating sampling period. (5)

The properly designed random number generator passes the NIST test.
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VT) XL EWNFIRE2 S ) &2 FIEECTH S,

Suciu 5 Vi, Intel ¥ CPU ASb D/ 7 =< Y A A7
>~ % (Performance Counter ; PFC) % NEIRFEE L CFIH
52 EIED, FEEANSTIAT R 2 BB ST R RS
L7z (Unpredictable Random Number Generator ; URNG),
7a -ty BRISHEE R ICEIES 2%, BifEREOSHET AT
RS 2 AMEEER > SEE BT 5720, TOHT)
EERICTFRUATREC 2 50 LA L PRC IZI3FE5 2 Bl
T (mr ra—=) 250w, BVl zEs2 L
ITEEL 2o 729,

ERS @&, 7a+t v - RNERIZEET 72 LESR (Linear Feed-
back Shift Register)  PFC DLV IZFAVA 2 LI2X Y, B
BB ER T & 2 Lik_7z, IR 513K T:% FPGA
THEEL, AN 5EEFNA Diehard 7 A + @ % @3
52 ExRLTze L LIER S OAFSEIZIZLIT OFRED IR
ENTWV5,

(1) MafL7zoid 2 o LFSR Hiik721r ¢, £y
% LFSR 25l 72§ R E LML TRV,

F2 ORI THEBGEEAME <, BLEUEBGHEE D
FRRAH S 2T o TV,
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T 5P, BAESNThiwn,

KIFZeClE, BE () & Q) IOWTHEHMAY I 2L — s
YRR L, IER & URNG (22T EARRY 2 ik s T84t %
Wr$ 5, MBICHEEG) ICoWTYyIal—Yar%2ff
v, REHEEHIHE 5 72 URNG ASNIST 7 A MMZAHT 5 2
LR %o

LIF, 2 #TIXIERM 5 URNG I22WTHML, 3&ET
LFSR R & SLEE OBRIC O W TGN 5, kiZ 4 2
T, Y7 IEMORES EopB L, WS RLEK
WOV B, 5ETIE, NIST 7 A b & HWTHEEK
B OB EAT ) o WBIZ 6 FET, IEM S ? URNG % 4%
T HBOHREHE T L0 D,

e BARE, FEHESICX AR OITINEBIE % fi
L72bDTH b,

2. H =
(2:1) LFSR LFSR 12f§% 7 PRNG & L C, #(Z

RTAMNY VR IR HWS TS, LFSR &
AT E Y FPEREOHRIEEBR I o TnH Y 7 LT R
Y Thb, ZOMEERIIFFELEN (FELHN) 2&o
TERHA SN, HFHELHAPEBLHATH 55412 LFSR
DEIIREICE 5 (M AF). n-bit LFSR O ERHIZ
-1 THY, ZOLE0UHNOLETOREZZRHT S,

Fig.11%, 8¥ vy FD7 1K+ v FEILFSR OfITH %,
ZOLFSR ML HAET B+ + X + x4 +1 TH Y,
vy b8, 6, 5 4OHHMBAFEA (XOR) A2KRD AT E
%k, LTomTIE, FHLEHoRbYIZy v TP —
X [8,6,5,4] # IV T LFSR #%B ¥ 5,

(2:2) EMS5OURNG  IEff6H @, YATLZH Y
ZIZHEML7ZLFSR #HfL VA5 L LCTut vy HIlE
mL, V7 b7 27 CLFSROEEZS > I N$56ZLI2&
D, GLEFIDERTE 5 & L7z, 1B S 0fRFEHAUL,
FELIC X B2 7Y v ZTEHORES 12X ) EEMICEDF
WA EEIZ 72 b 728, URNG O—Hi 253 &b, PRC
O ) IZEBELEUEE: (LFSR) 235212k D,
Suciu & ©® URNG & A TEESE A 13 5,

1ER# 513 32-bit LFSR [32,7,5,3,2, 11 # ¥ 32— 3
YCHGETL, BLEREICA LA LR HE L, &5
|Z 128-bit LFSR [128, 7, 2, 1] ® F{Z 32 ¥ v k 25ELEM
FIEWT HZ L&KL, RISC-V 70t v H2FEHE L7,

L\

U

P XOR gate

Fig.1. An example of 8-bit LFSR [8,6,5,4].
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Xilinx Zync-7000 & W 723 Cix, N"— N7 =73 Xk
D¥ENEHT D (FF +1.4%, LUT -1.5%) T, HBEE X
125kbit/s TH - 720 R S N72ELES)IE Diehard 7 A @
AT BT EASRENT,

iEff & o URNG Tli, 7O+ »#I|2 LESR #&8¥ %
VB33 B 5%, LESR D EIEEHIEIZ/N S Wiz FEH T A b
PIEF I, T/, V7 MY 27 TLFSR 25AH 72
T CEEFI A ER T, UL 7% L T Diehard 7 A MIZA&
Bianl, AHLBO CHETH L, —7, EMODE
BT 7)) 2 RS X 103 A 2V EEL,
FLBUEBGEFE 13 125 kbit/s (258 £ - T 72,

AHFFED BHD O & DI, LA BOREE OUEE ik % Mt
THEIETHD, Yo7 v IRREEEMEICIZ L —
RATWHDHEEZOSNLDT, FOELEHDTYIal—
VAN G

(2:3) Diehard 7 X k REfFeCl, Jifrifzee s
WE$ 4720, BLESE ORAIZ Diehard 7 X ~ @% Hw
%, Diehard 7 A N34 18D T A b 26740, K7 Ak
T1~100 18 (A7F3131M0) o plliz b+ s, GHHE
DHMIFEO LN TEL T, FIAZOHIICERAS LT
5 DT, RIFFETH AT ODIEEE > T, DT X
I ZELEH R & EF T % .

AN HHARRE L TH UL p BIXXF [0,1) THEIH
HidThHIENVHRENLDTO, Table 1 IR L7HEHETR
p DY) (PASS) /5515 (WEAK) /&M (FAIL) %
HET %o FAIL 0% (MIFEE) 132x107° 20T,
ANDEETH UL (131F) FEL %V, WEAK OFRATE
R (HIRME) 13 1x 1072 2 DT, WEAK 78 1948 25 4
HZERIEETH D,

HAEIZ 313 8D p il DT PASS/WEAK/FAIL D%
ERTE, ZLOpEEMNTHET A PO IA FIVRE
CRRZTLE ), #2TUTOREICIY, %7 A b Ok
REHET 5. KT A MTHII SN p EOMEELAT9 LA
EThHE, BoN pEOSAD—HTH L E ) D
H%€ % Kolmogorov-Smirnov ME 12 & V17w, 517 p
fiE% Table 1 1278 L7-3L#ETHET 5, TAMOHMAT 5
p EAS 9 AFKM TH L, LTINS HETHRELHE
T5, KT AMTHNENS pHEIZ, 0EDTH FAIL »°
GENNE, ZOTAMORFEITIFAIL L35, 1SN
% pfiEIZ FAIL (37 <, #»2 WEAK 2°& Ehiug, 207
A b OFERIEWEAK &35, )35 p flEn4T PASS
THNL, ZOF A L DOFEFIZPASS £ § 5,

2 LTEMHE L4 18 7 A  D#5 % (PASS/WEAK/FAIL
DOWF) &Y, ELEFOMEEFHET 5.

Table 1.

Decision
PASS
WEAK
FAIL

Diehard evaluation criteria®.

Condition
0.005 < p <0.995
0.000001 < p < 0.005, or 0.995 < p < 0.999999
p < 0.000001, or 0.999999 < p
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(2-4) NISTT7X b NIST SP 800-22 “ 1%, NIST (Na-
tional Institute of Standards and Technology) 2 & V) #i%E &
N7zEL B L OBRPDEBOMEIREA L — FToh ), Ha
TIL RIS S CTwvb, NIST 7 A ME 15D T
AMDE%Y, HROMRFEIZOVTHHEICER S
Twh,

NIST 7 A F@CTiX 1 B F A b TH 100 ¥ b 2 H |
L, ZO7 A F%& 1000 BILL EATH Z L 2SHESE S T b, P
Diechard ¥ 2 F @ T3 108 €y O F— ¥ BANLETDH
%75, NIST 7 A MZIZAEN10° ¥y MEEFLEIZR S,
o TAREFFECIE, W EDRITERZ1T) BICHHH T
A b & LT Diehard 7 A N & Iy, Sefiy 2 SLES E O
FIZWENIST 7 A P EHWSE Z EI2T 5,

#tests

#tests

3. LFSR D&

E S @O Tld, LFSR %723 R X 540259 & 2»
2o T\, 2 TARETIE, Bk % LESR M OELEL
B ZMET L, LFSR % 72 URNG % i3t A 0iks
fREtEW S 22T %,

(3:1) HMZENXCIAHBREE MRVNELS L5
I (FIGLTHA) 3D V), 2ORMIEFE L TH 575,
URNG (253 L2 ORI E 1358 7% %, Table 2 13, M
RN & HEHT B 64-bit LESR D% v 73 —4 » ZADHITH
5o MARIID S v TEIIBETH D705, ¥ v TEDOLHENS
MBI RAT T EZ RN 720, ZivkovicIZX b 4 5
765y TOLENEWY EIF7z, %72 Rajski VDL IH 3
Al ring generator (LFSR O—7f) D791 EITN7zb D o7
T, &y 7HIRIEHFECRE SN TNDE Z LR TH 5,

INSDOLFSROTAL32 ¥y b —E/ETY > 7L,
(2-3> HiD I HEIHE o THEEE % 574fi L 7245 2% % Fig.2
2R

Fig.2 725, ¥ v 7'y —7 v AOBFITEB B IC K E %
WEERIZTTIEN DL, [64,4,3,1] & [64,63,61,60]
(E AR B MRS, BRI 64 A o s B I T 28
Z L\, —7, Zivkovic B & U Rajski ® % v 7ELE TIEEL
BwE e, 64 mim T MEIMET L v, ¥ v 7
LB ASEY CH UL, 3294 7 VU L7 v 7T
THERETOT X AT BT,

I 64 TOREITIE, LLFO X 9 IZHATE %, N-bit
LESR IIN ¥ v FOREfEEz b o0 T, 7)) ¥ 7

#tests

#tests

Table 2. Example Configurations of 64-bit LFSR.

Source Tap sequence
Schneier 64, 4,3, 1]
Xilinx ®©® [64, 63, 61, 60]
Zivkovic 19 [64, 61, 34, 9] 1 17
Zivkovic 19 | [64, 61, 56, 31, 28, 23]
Rajski 11 64, 45, 31, 14]

7164, 61,34, 9] DJE 40 T FAIL 28384 L TV 5 %%, ZHIZDWnT
F<3-DHTUD THFHT 5o

89

33 49 65 81 97 113
Sampling Period

mPASS mWEAK mFAIL

[64, 63, 61, 60]

33 49 65 81 97 113
Sampling Period

EPASS mWEAK mFAIL

[64, 61, 34, 9]

33 49 65 81 97 113
Sampling Period

EPASS mWEAK mFAIL

[64, 61, 56, 31, 28, 23]

33 49 65 81 97 113
Sampling Period

EPASS EWEAK EFAIL

[64, 45, 31, 14]

33 49 65 81 97 113
Sampling Period

mPASS mWEAK mFAIL

Fig.2. Diehard results of 64-bit LFSR with various
characteristic polynomials.
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WIDSN A 7 )VHifE Cldide L 7o o TOVICHEIDE L %
T, HEAPELL E, ZOHEFzy 7 LTWAT A D
2T 2, 2L EY vy TOREIHEY THIE, HE
AN S CTEESE A E L, 7 A MIAKT %,

RIZ, 32, 48, 64, 96, 128 ¥y MZDWT ¥ v 74
EOODEEE L7, 64 ¥y N OfERIL Fig.2 12
HEINTWD, Fer OEBROFHHNTIE, ¥ v 7HIZL S
B DR TE R h o7z,

1E[ & @&, 32-bit LESR [32, 7, 5, 3, 2, 1] & 128-bit
LFSR [128,7,2, 1] #5FHliICfEH L7ze SNHIEVTND
Schneier "SI TH L, LD I a2l —Tavizin
1, SRS IZEEI 32 Btk - 128 B CRUBWVE MR T L, B
Wy Ty = Y AT\, —, Zivkovic B & UF Rajski
Dy TEEZRHTAE, 20X HERTIEEHAL
Motz TNHOFERIE, LFSR EVRAZ 2 L OO Fig.2
(64-bit LFSR) & ARERICH U DT, FEHITEET 5,

(3-2) LFSRECEHZE  AHTE, #@Wns v
Ty — Y AOWRPERERE LT, SEMEEBT S
DIZWFEL LFSR B Hetd %, EfS @i, 328y T
EAREE, 128 ¥y P TIEEHE L b~_7225, £l FEEH
BRERIIR LTV ARV, RIFETIE G- 1) SiOfE RIS
&, Rajski™IZL 5 32~128¥ Y bDY v Iy =4 v A%
FFii9 % (Table 3),

Fig.3 (3 Diehard 7 A b2 & 2 3FMMifE R TH 5 [64, 45,
31, 14] OFERIL, Fig2 I2E5FNEbDLFLETH 5,

REy NETE, 7Y IEHEMITLTH T A
MIAHETE R v, S TE %\ X M, Binary Rank
(31x31) & Binary Rank (32x32) T& 4, 32-bit LFSR ®J
22 1%, ShoDF A M LTHETEL D LH
AoN5b, 48 ¥y MU EMDLESR TlE, ¥ 71 » 7 EH
R2UETHRAETOT A MIEKT 5T,

328y b4 Y POMEFELLHANS Z & QHHESR
75, REfFFECIE ML BT v, LESR E%§l5 &
N—= Ry 27 DERETZANITFTHEH, £ %3 LFSR ©
HEHEII NS V0, ThU OB LT &R
L7z,

(3:3) LFSR OJEAfE  Fig.2 Tl, [64,61,34,9] D
J& 40 T FAIL A3582E LT\ 5, [AFEIC Fig. 3 T, [48,
38,26, 131 DM 53 & 61, B X UT[128, 105, 83, 62, 42,
21 DI 48 £ 49 TFRAIL "3EL Twb, TNH DG

Table 3. Primitive Polynomials by Rajski *".

Length Tap sequence
32 [32,25,15,7]
48 [48, 38, 26, 13]
64 [64, 45,31, 14]

96 [96, 79, 64, 49, 33, 16]
128 | [128, 105, 83, 62,42, 21]

148, 38, 26, 13] DJEW 53 & 61, 3 XU [128, 105, 83, 62,42, 21] D
JR 48 & 49 T FAIL 28%84E L T A 25, FNUIDOWTIE(3-3> T
O T T 5o

#tests

[32, 25,15, 7]

1 17 33 49 65 81 97 113
Sampling Period

EPASS mWEAK mFAIL

#tests

[48, 38, 26, 13]

1 17 33 49 65 81 97 113
Sampling Period

EPASS mWEAK mFAIL

#tests

[64, 45, 31, 14]

1 17 33 49 65 81 97 113
Sampling Period

mPASS mWEAK mFAIL

#tests

[96, 79, 64, 49, 33, 16]

1 17 33 49 65 81 97 113
Sampling Period

mPASS ®WEAK ®=FAIL

[128,105,83,62,42,21]

1 17 33 49 65 81 97 113
Sampling Period

EPASS mWEAK mEFAIL

Fig.3. Diehard results for various LFSR lengths.
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PR ZERIC L > TRZ LD, ZOHI 5> T
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S COFMICR A EBbiLA,

FITRETIE, 7Y v VR E0RL X2 MmA
Ty Ialb—Yaryzfrv, SmEICHN 22 onT
T %, LFSR 25E W L B4 fF T Diehard 7 A MI&
W3 570, FHifERICENEN TV, 22T, (3-2)HT
FAMIAKTELP 7232y FETHEZIT). ¥ v
Ty =4 v A1 [32,30,17, 12,3, 11O% M L7z,

L% FVAREOH > 7)) v JIERE P %, LR C B,
—HEElEx (0<x<1), EAa 2T, P=[C1+ax)]
THRODLLDET L, —HEALBDERITIE A VLY XV A
A% MT19937 @& L7z, @ = 0.00,0.05,0.25 O H
% Fig. 4 12",

a=0.00i%, 7)) TEA-EE V) &R DT,
(32> HEICRLIMEY C 25K E < TH Diehard 7 A MIA
T &R,

@=005TlE, C23R2DLETAMIAEKTL, C=32
NDEE32<P<33L%), POMFEIL 32375 Th b,
ThHDLBEIESLEIZ 1A NVERELENTH LD, Wk
SO EDERO 5N D,

@=025Tb, C>RDEXTAMIAEKT D, C =32
NDEE3R<P<39LAD, POMFHEIL 355 ThHb,
@=000DC=36TIETAMIERTELNI DD,
ELEEOm Bk > 7 v S ORS EISkRRT 5 2 L
S TH B, §F1I210 < C <31 Tl a = 0.05 X ) 5
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18

#tests

1 9 17 25 33 41 49 57
Base Period: C

mPASS mWEAK ®=FAIL

#tests

1 9 17 25 33 41 49 57
Base Period: C

mPASS mWEAK =mFAIL

#tests

1 9 17 25 33 41 49 57
Base Priod: C

mPASS mWEAK ®FAIL

Fig.4. Diehard results for fluctuated sampling interval.

HomErRons,

Dbk&by, 270 7S EhH TEL W E
W ET A EDPRERENT 3EDLHIC, T
TEMOREL % L (EEHEDOYIaL—2ar) TH
BHEICEET UL, 125 X0H5FEHICBVTHELER
BT LI LR TE S,

F 72, D EOFlRE R L b, LFSR % Hv»72 URNG DL
HERGRED FIRE RFED 52 &2 C& %, ¥ A7 4 (LFSR)
D% f[MHz]) & L7zL &, 32% 4 7 VIEIZ32 €y
FOEEE AR T H LN TELZDOT, PESNAEEE
R IE £ [MDbit/s] & 7% 5

1Eff 5 @o5ERTIE, RISC-V 7u+ v 4 (PULPino) ®
BEE W ) 20MHz T& 5 728, ) 7 235 % e L
20 Mbit/s DA BHE SR TE 2, IER S OFEETIIHE
HIE T 0.125Mbit/s 2 DT, 100 5L O VERE AT BE
b s,
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Table 4. Results of NIST test.

LFSR Sampling Period
Length Tap sequence 32 64 128
32 [32, 16,7, 2] (Binary Matrix Rank) (Binary Matrix Rank) (Binary Matrix Rank)
This study 48 [48, 19,9, 1] | (Overlapping Template Matching) All passed All passed
64 [64, 61, 34, 9] All passed All passed All passed
Masaoka @ 128 [128, 7,2, 1] (Maurer’s Universal Statistical) All passed (Non-overlapping Template Matching)

5. NIST 5= X MIC & 3L

Table 4 12, NIST 7 X FOfEREZ T LD D, NAEKDOY;
HE, By Ak LT A MG ERLTW D, KRS
TiX 32, 48, 64 €y PO LFSR IZDWT, 7Y 7
JE 32, 64, 128 THLEFIZ LW L, NIST 7 A b THE
L7ce 72, ATHISE L T 5720, RS @AM L
72 128-bit LESR {2 DWW T b Rk ICHE L7z 7 BABIGE T
AWz % v 7y —4 v A Zivkovic IZ XL 5D TH Y,
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IS 554 (32) 121% Overlapping Template Matching
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EROFEF®TIE, LESR I 128 € v b &K E WS,
=T Y RME VDB, FDIHYIaL—va i
BWC, 7)) 7E 128 TNIST 7 X MIEHKT A
TENTELR, OV IaL—T 3 TIES WL (%
BN TEHMEL TWAOT, ERTIIIEERIC X 542
LECTTAMIAHKTELWREELH L, TOEKRT, N
W REFTE T TS ARV, RFFEOBEICHES LT
EZDHLUBOFEMDED 5, 4%, AMIEORRTHE 2
ERGEHE, EMTOFEFMIE NS,

DEo#ERD S, BUZ#RET 21T 21, #t%$ % URNG
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) 7 R ET 2 RIRT B 720 D ILHEDSH /I S S T o T2

6. HHIIC
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