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Reducing Wind Direction Data for the Unpredictable Random Number Generator based on
Linear Feedback Shift Register

Takuya Betchaku®, Non-member, Shuichi Ichikawa*™®, Senior Member

(202443 A 25 H5AF, 20244E8 H 16 HFH5A)

Chiba and Ichikawa (2023) proposed an unpredictable random number generator (URNG) that samples a linear feed-
back shift register (LFSR) at varying intervals fluctuated by weather data. Although their URNG meets the criteria of

the Diehard and NIST tests, it requires a substantial amount of weather data. This study examines various design op-

tions to reduce wind direction data. Our results show that the resulting random sequence passes the Diehard and NIST
tests under the following conditions: (1) use of a 64-bit or longer LFSR, (2) incorporation of a robust hash function
(e.g., MD5) for data selection, and (3) adoption of 64 or greater number of observations with sufficient entropy.
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1. @FU®IC

WA, % OFH T, ELERAEBITVNEOFEI & 7> Tw
%o BLEIZIE, WHEBSR S AR SN S EHNEE (TRN;
True Random Number) &, #EH 7NV I XA L2 L D
ERIZAER S5 80 ELE (PRN ; Pseudo Random Num-
ber) %% %, TRN DA KIZIE/— K7 =7 (TRNG ; True
Random Number Generator) 2S%ZHT& % %%, PRN XV
TrI7 2T THOERTHI LN TE S, &H1Z, TRN &
PRN O/ 7% EL$ & L C URN (Unpredictable Random
Number) 78RS Tw20,

ER 5@, V7 F7aty 12128 € b @ LFSR
(Linear Feedback Shift Register) #8011, #Y)7%5&MHT
TLFSR O > 7)) 7 %475 2 &12L ) URN BAERKT
X562 E%ERL7e Z® URNG (Unpredictable Random
Number Generator) ®.T> k0¥ —jix, LFSR % ik
FTHBOES ETH D, EHIZMWIFEHNG L, EMSD
URNG (22T LFSR DALk & > 7)) » F kg % %1k
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RL770
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e L, T EAEINT 52 EDEEND,
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FRHHTLIERREL, Ny ¥ 2 BHOBIRYELESE
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AR TCHEET A MIAKT A EEIRLAD, LD
VRS Ny T 2 BRI BRI L T\ 2V,

KEFgEClE, THELWHIN® @ URNG I22oW\WT, Z0Di%
FHERNIHERR L 2 7 — 2 B2 HIRT 5 HEICDOWTH
5, T—FEAHIETAI2E 0Ny YA BHORRLE
P b ETFHRENLOT, Hi7z212 MD5® & SHA256
IZDOWTHERT 2 AT 9 o BRI S 5o B A B o Il sk & L%k
EOBRIZOWT S EHET %,

BRI, FHEOIZX AMEAEEND 1CKIELR N
EIT o720 DTH b,

2. [IRT— %2 & LFSR ZH\u 7z URNG

FEARRETIE, TELHIND 2K L7 URNG O%F
&, FOFHETEICOWTHET %,

(2:1) URNG M3%st  LFSR % H\>72 URNG &,
FATHZEP® 12 L > CTIREE N, 8 ¥y I LFSR O
Bl % Fig. 1 127”7 F o LFSR \ZJF R L HNHIET 5 5
Ty—= VATRBEN, Fig 1l 0% v 7 =7 v Al
[8,6,5,4] TH Do AWIFETIX, FFICHEX L WIRY, T
ELHN® AERH L7232y NLFSR (¥ v 7y —4 >
2 [32,30,17,12,3,1])ID % SEERIZH W 5,

LFSR O % Fide s, n B O > 7)) ¥ 7 HkE S (n)
EUTFORTHIROL, 7)Y 7RIS, (n-1) \HE
DY TNVOHEIFERLENZE SH) MHEH LT, nBMEO
T TNEAT) E V) ERTH b,

S(N) = Q)+ Brevervrrrnene

CCTEBBREARE DY LT TN GEARR),
an) ZRIAT = PO ERTLHEHET0<am) <15 T
Hbo MM T—% (16 Jifr) % 4 bit \2f5 513 5 Jiikg,
Fig. 2 IZRTEBYTHL (FLAa—F),

o & a(n) OERGTEY LBRETT 5720, TRLl
NSO IZLT D 4 D0J5i:% AT URN #4208 L 720 JalA)
7= %1%, BRGNS m O EFE % FOBY wdata \ZHEHH
T2 BFEHROTFT—51E16 HiOZ LA a—F (0~15)
Thbo BIANIFREHTED D IZ VDT, BERFIIEIZE
75— % % w5 )71 (Method 1) T, SLEMAMET§
LU RN B B0 # T Method 2~4 T, BLY wdata ~
DT 7w ANEFI Ny v 2 B E#EA L7,

Method 1. B ZFEIZE 7 — & 2f$ 5720, %5

X a(n) = wdata[(n — 1) mod m] &3 5%,

Method 2. & DNy ¥ 2 B TR T — & OF)H
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U
EB XOR gate
Fig.1. An example of 8-bit LFSR [8, 6, 5, 419,
1010 (A)
1110 (E) Z 1011 (B)
1111 (F) i 1001 (9)
1101 (D) 1000 (8)
1100 (C) 0000 (0)
0100 (4) 0001 (1)
0101 (5) 0011 (3)
0111 (7) 0010 (2)
0110 (6)

Fig.2. Enconding of wind direction®.

% %283 %0 a(n) = wdata[8(n — 1) mod m], T2
Tm 3R 8 L HWIZET, 5 KEWELHFH
T 5

Method 3. BEHED /Ny ¥ 2 BECCREIN 7 — & OF)HIE

a2 ET 5o a(n) = wdata[x(n — 1) mod m], Z 2T

B x=(V5-1Dx2m L LTwb, ZOHEIIRE

ETHGAEE (V5 - 1)/2 #BREEICEE L, FED

BEEETERALZDDE DV b,

Method 4. SE5H =D/ v ¥ 2 BHID TR T — 5 OFl

HEF 2 ZH 3 50 an) = wdata[[m(A(n—1) mod 1)]],

CZTA=(V5-1)/2

S HIZARIIZETIE, BRERRREL L VML Y 2
FAEIZ DWW T 72 ISHGET L 72,

MD5. MD5® (2 128 € v b I+ Ay ¥ 2T

Hbo 15 X a(n) = wdata]MD5(n) ® EA7 32 € b

mod m] £ 5,

SHA256. SHA256® &, 256 ¥ v b2 45k

FaT7nNny v alBTHL, DO X a(n) = wdata

[SHA256(n) ® 732 ¥ N mod m] &3 5.
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(2:2:1) Diehard 7 X b K7 TIE, StriFsE®
&AL < Diehard 7 A b© % FH L TEESE 0 5 &
79 o Diehard 7 A ME NIST 7 A b D (T Eehs Tld 2o\
B, BB T — 5 EHIL WO RITEERO S W IFSEE R
WZ#E LT\ b,

Dichard 7 A M3 & I8 HEOTF A b %Y, &F Ak
T 1~100 il (&EF313 1) o plEZE )i+ 5, GHHE
DIHEITEDO LN THELT, FAHFEOHITICZRLNLTY
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Table 1. Diehard evaluation criteria®.

Decision
PASS
WEAK
FAIL

Condition
0.005 < p < 0.995
0.000001 < p < 0.005, or 0.995 < p < 0.999999
p < 0.000001, or 0.999999 < p

AT EBEELE CH UL p fEIXXH [0,1) THEFIZS
WL ENPRFEENLDT, Table 1 1R L7-E#ETHK
p HORY) (PASS)./§58%) (WEAK) %k (FAIL) %
HI5ES %o FAIL O34 HIFHE) 1$2x10° 20T,
ADNDEETHIUL (131F) FEL 2. WEAK OFE4E
flEse (WIFRE) 13 1 x 1072 2T, WEAK 7% 1% 2%
HETL5ZEIZERTH D,

HAE1Z 313 @ p 12D T PASS/WEAK/FAIL 1
¥BERTE, <0 pEELNTETA IO A AT
KELRZTLE ) FITUTORHEIZLY, KT A
DOREREHET 5o 57T A NTHITEINS p EOMEEDS 3
B ETHNE, BONTZ pEOFAR—HKTHLNE
9 2 D¥5E % Kolmogorov-Smirnov #EIZ £ D 1T\, 155
N7 pfEix Table 1 I[Z/R L7z THET S, T A MO
3% pEA 122 ETHIE, LITICHR~RS HET
WERETHET 5. KT AMTHIENS pfHIZ, 0EDT
b FAIL & FNNE, #O7 A MIFAIL, H1E 5
p fililZ FAIL 7% {, WEAK 721} ThiuL, 205 A M
WEAK. 1177812 p 7 FAIL #5% <, PASS # & A T
Witly, #0757 X MI PASS &3 5%,

CHOLTHELAEZL 18 7 A FOfkEHE (PASS/WEAK/
FAIL OWNF) 12X, HELESORE 27T 5. 2 To
EBRIZ DT PASS/WEAK/FAIL O %753 & TTEI %
A7z, VT, AETIEFAIL offifc5 8 LT, &M
BEFMTLZ LT 5,

(2:2:2) NIST 7 X k NIST SP 800-227 1%, NIST
(National Institute of Standards and Technology) (2 & ¥ #i
ESINTEEB L CELEHMOKEHREA S — P TH D,
Jn{RAENTWD, NIST T A MIISHEDOT A 25
%0, EEROBRGEICOWTHWHBIZERI N TV 5,

NIST 7 A FD TlZ 1 mOF 2 MTH 100 ¥y F ZEH
L, €07 A b%x 1000 BIPLEATH) L HEREI N TV S,
Diehard 7 A F©® T3 108 ¥y hOF— ¥ BEBDVLETH
%75, NIST 7 A M2 EEH 100 ¥y MEESLIEII R b,
o TAMZETIE, BATEEAZ1T ) BEIZ Diehard 7 X b &
M, i 2B B OMGEIC NIST 7 2 2 w5 2
EIZT %,

3. F—2E2DHIE

AREETIL, Az ® oBEE L, Jan T — & BT
OBEFEIT ) o

3-1) HAEOHE — TIEEWIN® L, 27 »FF0 12
SO T — % % HWT URN #4K L, #® URN %
Diehard & A b & NIST 7 A b THEE L 720 Diehard 7 A
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Fig.3. Diehard results of Method 1 (5 years, 6 years).
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Fig.4. Diehard results of Method 2 (10 years, 11 years).
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Fig.5. Diehard results of Method 3 (1 year, 2 years).

M 4FED/ Ny 2 2B9% (Method 1~4) & CTEK Lz
B, BELT -V EORKREBIZOWTIIRFTIN TV
N0 7z,

Z ZCAREITIRETHE® ol T, T EE
12 5506 1 ERGTHS L7225 Diehard 7 A b Tl
BohE % MGk L 720 Fig. 3~Fig. 713, ZORKEEHRL
bOTH 5D,

FNENORIE, 2-1) HiTHB LA FETERL
URN % Diehard 7 A N TRl L 7245 R A2 R L7 DTH
%o MEHHIEARY 7)) Y ZHETH Y, (1) XD pITHY
T 5, HEdid FAIL L7272 F®%T, 0127 1L Diehard
TAMIBEKRLAEHET B, Wb IERHEIE B 7
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Fig.6. Diehard results of Method 4 (1 year, 2 years).
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16 ——SHA256 (1 year)
14 ——NMD5 (1 year)
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Fig.7. Diehard results of MD5 and SHA256 (1 year).
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3L ATE2HEHNIEKT S (Fig. 5, Fig.6)o

MD5 & SHA256 (&, A7 —% 145 TH g>27 T
H43 % (Fig. 7)o ZAUZA LT Method 1~4 137V ¥ 2
ML L CoOBWEIMEVD, 5 X an) ICHNDL TV
FEY =R T, BDERAET - EPREL %5,
FT—yBEHIET A0, BE RNy a0
WIETH B Z LD D o572,

27 281 1 £ O 7 — & 213 115 KiB £ TH 5 7%
COHAATHMFATELITENSVEEEZ RV F2
TUTOECTIENN Y ¥ 2%E LTMDS Z8H L, &R
Ty OHHEZ TICHIET 52 &L xilh b,

(3-2) WABOHEIR AT — 5 OEIE, BT
OBUEARILBI L T 5T, RETCIBTHIH S O 5% W5
LT, F—EZHIBRT S22l A5,

7= '@h T Th Ik

T &M A OBINEIEDSE U Th L, MEEoF—yEIZFE IS
5o L LRHEIRIERLBIN M E S IR 5720, T—F &I
EAEL 2@,
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Table 2. Entropy of wind direction for each observation

point.
Observation Point | Entropy | Relative Entropy
Shizuoka 3.877239 0.969310
Kofu 3.877195 0.969299
Niigata 3.875439 0.968860
lida 3.857038 0.964260
Kanazawa 3.855254 0.963813
Takayama 3.842137 0.960534
Mishima 3.787677 0.946919
Nagano 3.781706 0.945427
Matsumoto 3.777814 0.944454
Gifu 3.775223 0.943806
LakeKawaguchiko | 3.774503 0.943626
Takada 3.760104 0.940026
Aikawa 3.734653 0.933663
Hamamatsu 3.725353 0.931338
Irago 3.668932 0.917233
Karuizawa 3.667610 0.916903
Suwa 3.656269 0.914067
Fushiki 3.645322 0911331
Toyama 3.580482 0.895120
Nagoya 3.563186 0.890797
Ajiro 3.548454 0.887114
Fukui 3.546188 0.886547
Omaezaki 3.522868 0.880717
Tsuruga 3.332330 0.833083
Wajima 3.294481 0.823620
Trozaki 3.092012 0.773003

B aIcxy, AAFr—sogtbny bo— 3 ®
o TWh, Bl Z \ZTHISE DR TR Y 25H 1L,
7= Oy ba =3 L, ARShLELE O
MELETTAZETFHENS,

Table 2 12, K@M TORAIT—s DLy b —%
T L, BATHIZE® TR 27 0T — 7 ML Tw
72785, BHINEEEMICEN T — 5 2 wizofl, Ers
AL LT b, Ji T — % X Fig.2 I2RT 4 ¥y ~ (16 75
fir) THar7z, Ty ba¥—3RAKT4A4EY bk,
ZEOID, My burE—3FR L7,

26 T DH B, T2 b uE—fRKOMSIEER, &Ko
o BRI & 22 Bo 22T, BREO(1 #H), AEE (1
Mord), R E AR QM) o7 -5 (% 1245) %
FWCEES % A L, ZOE% Diehard 7 A N TiEfifi
L7 %% Fig.8 12F &0 b, WTFhoBad, AN
F@ B > 35 T Diehard 7 A MZA&HE L Tw5,

Fig.7 (27 #ipi 1 445) & H~2 &, FAIL "L 2 %
BOMWHRKEL o TVDED, THIETF—FEI/RS N
el EZH5NDL, 27 Wik 1 FE45 ORI T — 71348 115
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4%, FAIL A< 72 550013, BOATIZB>31 TH D
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TRE 0 OIHADWY, FEEE BRIV,
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Fig.8. Diehard results of Shizuoka and Irozaki (12 years).
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PBET L0, F—F 4 XZonTEEOTF—%ty b
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DR EFLEDIHDTH S, 7—% 1y b 32a) T, B
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 32(a) BEHIIAFA T, JAR2YHEIC—E () TH Y,
TF—=FEy MIEINLIZ PO E—=HPXOIlho>TW
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32 (@)

64(a) |

64(b) |
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01:00 time

1Jan 2014
Fig.9. Evaluation data set.
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Fig.10. Diehard results of Irozaki (32-256 data).

Table 3. Diehard and NIST test results of Irozaki (32—
128 data, 32-bit LFSR, B = 32).

Dataset | Size (B) | Diehard (FAIL) | NIST Result

32 (a) 16 2 fail (Rank, RandomExcursions)
32 (b) 16 0 pass

64 (a) 32 0 pass

64 (b) 32 0 fail (NonOverlappingTemplate)
128 (a) 64 0 fail (LongestRun)

128 (b) 64 0 pass

AED7-, Binary Rank (31x31) & (32x32) I2&1
THIENTER V. 320) Ao F—% 1y Mgz
Pa¥— (AIAOEL) BEENL0, B228D%LD
B CTFAIL 30 &% 5%,

BN s 32 MTH 7 —% & v b 32(b) TIE FAIL % 0
IZTELZENDH, BRIEARD 32(a) DG OB
HERRTH 5 LIEE 2 2\ KEBUN T R 2 GE
TAHILEBLL VDT, BB RwT—5 1y
TR PR E—PHETLREESE 25, W)
N =

W12, Diehard 7 A b & D E&#& 7 NIST 7 A M2 LD,
7%ty MEOEENE EFHIT 5. Fig. 10 &Y, 7—
%ty b 32(a) YUY TlE B = 32 T Diehard 7 2 M2 &%
TH5DT, =32 CHEHNZER L TNIST 7 A MILD
S 5. EFEfifESL% Table3 12F L5, Table 3 I2BW
T, Size [T Mo E—FoH A4 X (ONf MHAL) BFEL
TWh, M 16 HirZaoT, 1 BOBHIT4 ¥y =05
/N4 MZ7% %, Diehard @ FAIL $21%, Fig. 10 ® 8 = 32 7
LIHEM LS DTH S, NIST 7 A M fail L7zHA1E,
fail L7257 A M&%Hy TWITIRL 720
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Table 3 |7k L7231, F—% &> b 32(a), 64(b), 128(a)
& NIST 7 A MZAEGHE & 7% - 720 32(a) 1 Diehard 7 A
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DL XL, NISTTAMILAEKLIZZLAHMEL TV,

T O#EHID |2 X E, Table 3 ®EFise: Tld LFSR
RLBWINETECTC, KHT—5 DTy but—2iiE
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724D,

64 ¥ v I LFSR |2 X % FFAif% S % Table 4 12777
Diehard 7 A M iZ, 64(b) 2R &THF—% 1y b T
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%735, Diehard 7 A2 b @ OPERMS (213N 7 38 % 2 &8
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A ZZHEVY, 64(b) 123817 5 OPERMS @ FAIL (33840 H
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F 32(a) T fail L7278, i 5 o0F—% 1y MIsths
holze T— %A 32 TH Diehard 7 A MZIZAIETE
LH, IR NIST 7 A PTIRRZY FPa =SR2 L
7o REMED D 5 o

INLOMERD,S, LFSREZ 64 €y L, 7—%
v MZEFNLERIREE 64 Ll 23 1UE, Diehard B
LONIST 7 A MZAKT 2 EFHSNL, 640 (323
4N BEOF—7 ThIULBEI A MLB/NT, R8BS

Table 4. Diehard and NIST test results of Irozaki (32—
128 data, 64-bit LFSR, B = 64).

Dataset | Size (B) | Diehard (FAIL) | NIST Result

32 (a) 16 0 fail (NonOverlappingTemplate)
32 (b) 16 0 pass
64 (a) 32 0 pass
64 (b) 32 1 (OPERMS) | pass
128 (a) 64 0 pass
128 (b) 64 0 pass
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Fig.12. Wind direction of Irozaki in Jan. 2014.

Fig. 11 &, AR 2014 45 1 2B 2500 % R~ LT
Wb, Fig. 11(a) 13 1 7 A OSRZELZERFITRL D
DTH Y, Fig. 11(b) IZXIROEFER ;124 H L CHIIHE
ERRIZCANTTILATH D, FBRIC, Fig 12 (34RO
2014 4E 1 HI2B1F 2 lm %R LT\ %, Fig. 12(a) /50T
A U ashe < 525, (3:3) Hio7—4% € v b 32(a) 12
M35, AN TAERRDIRY, JAIITAE LD
T3S, HBHEICRE LR P H 5. ST ZLA K
&L v (HEENTHD) A, HBEEORD ML Y
INE W,

J T — & &It 4 16 HALICE b S hCTnwb 720,
URNG THEH 3 2 BHIRTLEE AR E Th 5 720 Z UK
L, K7 — % 1 3#GEN T - TH L7720, fM5Hho
AILE CBEFL T 2 LEDNH 5, BILED HEIZL 5T
URNG OFEGENLE DD ENTFHRENLDT, 7—%
OHEN G DR - B LT % RERET 3 2 0%
B bo Tz, JBIMIEREECTEBT 525, SUROZLENIL
1 H~1EHA TR R, toT, 7%ty boH
£ ZH/NEVHEEIZIE, [RRRZE#» NSy boE—
PREST DRSS, ZDEHIZ, F— 5 OMWEICE
by a3 FEE R T 2 LEN D L,

Table 5 13, AMEDAS @ 6 > O#EHIEH 1I25oWT, AR
B 2014 4FE 1 HOT = by but—%Rbd/zd o

206

120
100

80
60
40
20
o
234567289

Temperature (deg C)

6 10 111213 14 15

(b) Histogram

Temperature of Irozaki in Jan. 2014.

300
250
200
150
100

50

1.
01234567 8 9101112131415

Wind Direction (Gray code)

(b) Histogram

Table 5. Entropy of weather data in Jan. 2014, Irozaki.

Item Entropy (bit)
Temperature (deg C) 3.368
Rain (mm) 0.300
Wind Speed (m/s) 3.539
Wind Direction 2.976
Sunshine (%) 1.767
Humidity (%) 2.240
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