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Random Number Generation from Image Data and LFSR

Shuichi Ichikawa*®, Senior Member

(202442 A 6 H %A,

2024 4% 4 A 8 HF-3244)

In 2021, Masaoka, Ichikawa, and Fujieda proposed generating unpredictable random numbers by sampling a hard-

ware LFSR (Linear Feedback Shift Register) at uneven intervals, where the source of entropy was the fluctuation of

sampling intervals. Then, in 2023, Chiba and Ichikawa generated random numbers that passed the NIST test by utiliz-

ing weather data downloaded from the Internet as the source of entropy. This study proposes the use of digital images

as the entropy source for random number generation. Our evaluation results indicate that a 64-bit LESR should be

used, and that fluctuations of the sampling intervals should be generated with the least significant bit of each pixel
value. The random numbers generated by the proposed method passed both the Diehard and NIST SP 800-22 tests.

*—"7— K &%, URNG (Unpredictable Random Number Generator), LFSR (Linear Feedback Shift Register)
Keywords: random number, URNG (Unpredictable Random Number Generator), LFSR (Linear Feedback Shift Register)
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SLBERIL, ¥FXF 27432 —Yarnls
DG TULEOTEMTH L, MBHRLHLERSND
HMELH (TRN ; True Random Number) (& FMIAREETdH
A, BT A7-OICEFDON—F7 =7 (TRNG ; True
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PFC &g $ 5=y o ¥ —13/h&E Wz, Suciu 5D
URNG T B OELEE BT 5121, #%% PRC O[] #
FIH, #8070t AOFEKEFET, BRUHEO TRHSUEC
b

ER - W EE® X, e E—a/h~E v PFC ©
b Iz, BeUEL B RE»—fETd 5 LFSR (Linear
Feedback Shift Register) Z i/ L7z, V7 b7 at v
|2 128 bit ® LFSR %38/ L, #Y)7% 4 F T LFSR O
fif 32bit ZFtAHT I EI2E ) URN 24K L2, 20
URNG x> ¥ —ifiix, LFSR % &tk 3 g0
5EXTHD, EMSIFEY A5 4T URNG & FEEF L,
128-bit LFSR TR L 72 URN 25ELBHMRE AT 5 2 &
TR L7

ER5® 1%, URNG IZ4:% 7% LFSR O ¥ v b fE
ZIEFUZOWT, FMlaE 2 Tbhrolz. 2 Tl
@ 1, LFSR % 272 URNG O TEEIZ DWW T
v3Ial—varyTHE L7, LESR OftktE > 7 &~
T 2L S CHEEME A A L, URNG OR%FHE:
EEASGMER L 72

IER 53 @ URNG i, #liAdk 70+ v 40 LFSR
(IN—=Fwx7) ZHEiHRE LTWh7z, LFESR # 7/ 7%w
BEOT7OYy Y TIIERTLIENTE RV, LA2LEE
FEHND DY IaL—2aryThnrbah, EYzL
FEE—ERHIUETY 7 b7 7O LFSR T &b 2l
By & Eld 52 EDTE B,
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BAE, £ DY AT LILEERENEEINTEDY,
2y N T =7 NOFEHHF I > TWhe 2y NT—2
FoF— oy bR —%E5Z ENTENR, VT
FY 277207 TURNG BPEHTEZ2I1ETTH D, Hl2id
Fernandez 5©® 1%, VA v ¥ —DA M) — A SFELEG %
AT B FHEEREL T i,

TH#EHNO 1E, Ay NI =2 ETREIN TV LA
SEMT—4r %2 bao¥—jfE LT, LFSR Z#Hw/:
URNG #EH 5 2 L 2IRE L. JRITHRIALRTH
D, SR T d—EE2OT Yy bu¥—%&t 2 L AR
ENb, FEEWINE, REHA 25 2ErOEIET— % 10
FEGETY MO E—FE LTHY, ERSNEES )
NIST 7 A FDIZEMT B EZR LTz, E5ICIKRET
NS, GUEARICLERRR T — 5 BAHIRTETH 5
ZEERLT

AWF7ETlE, D EOFRITHIZEOR KL E 2T, #Hzi
W §EH % > bo ¥ =L L7z URNG (22 THE 3
Do WAETIEH AT EY 2 — VO/NEAL - Sikhefl - itk
TFDHELL, L DFINA RTH A FTHEEMHE R E T
Whbe AX—FKRY - F Ty KTy Ty T PC
X bAHA, HEHE - B - RERGZ LSO A THH
AAFNT VD, B AT OEMEELIC XY HiR 1 RADE
HESWA L, BiE#HcE5 3 &k Ll o4 BosEE b
LTWwb7d, Ty had—He LTOFRTIIREWE
Hiff s b, Fo8WEIkA ZBEBECHWOND 20,
ABEEOZIEENRE L, FUCL D EK SN S URN
OF M HEEZ B EEZ BN D,

RBARBLIE, HFEIZLDWMREEEED 2,
FAMD QFMMRER L EEMEL 2D DTH 5,

NIST

2. LFSR zHu' /- URNG

AWFFETIE, JEATHFZE® 1256, LESR % HIv»C URN
HEREIT) o BARMIZIZ, LFSR OF > 7 ¥ 7 ks % M
FEF -y TEHHEEL I LX), URN R 2 BT 5,
W37 — & 1& 1 RITEHNCEMT A2 b oL L, LT
THHIZ % data, BEH|r 4 X% N L3RBT 5, EEYA
A3 256 x 256 THIUL, N =256x256 = 65536 £ 72 5o

8-bit LFSR ® i % Fig. 1 |277 3. LFSR 13/7 & % 1H
IR T 58y 7y —r v ATERBEN, Fig.1 0¥ v 7
V= VAL [8,6,5, 4] THDHo WIFEHIND OWFFEME
RAEEE 2T, AW TIE 32-bit LFSR (¥ v 7y —4 >
2 [32, 25, 15, 71D) & 64-bit LFSR (¥ v 7> —4 v A

EB XOR gate
Fig.1. An example of 8-bit LFSR [8, 6, 5, 4]®.
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[64, 45,31, 14]1D) % v, O FAL32bit 24> 7V L
TURN & LTHWA,

32 <k < 64 DIEED k-bit LFSR Z /{4 % 2 & & W HE
WS, VI M T COFEELZEZE LGS, LIASR
ZEHOESITEE 2REDbit ThHhb, N—Fo o THEEIB
WT 3, LFSR OFHHEITNE VDT, k Zwm/MLT 5
VEHIINESWEEZ BNL, £ 2 TARIFFETIX, 32-bit
& 64-bit LFSR O 2 FHFIZ DWW THET 21T o

LFSR D% 5 BEc, nRIBOY > 7)) v 7R S (n)
EUTONXNTHRD L, 7)) Y7 E 1, m-1)HH
DY TNVOHEIFERLERE SH) BLEH LT, nBHD

= =

T TNEITIEVIEERTH D,

SM) =)+ -covvevrrrern (1
a(n) =dataln mod N] mod 2™ -------vvnenn. )
CCTEBBIEHEARE LT T IR, am) 3

TV THEBORS ETHh L, MERL DY 7)) v 7h
BoRKREWESE W>N) bH5H0T, HHTLHEEMET
dataln mod N] TR&, FOMD FA mbit Z4%5 & a(n)
ELTHWS, -2 T0<an) <2"-1 &% 5,

m=0Zamn =0, HILSH =8 GEH *EKRLTV
o MAREVITIEN VT U IHIRBORRS ENKREL R
I ENHIRESNG DS, —ICHRMO LAYy MIZAL
IZZ LKL, B EDOREIVNEVOEBGBENDHFS b
INEV, = HTmWREVE SH) PMHEKR L CRIERR 23
WZh, SNOLOHEENS, KWFETIZ0<m <4 OHIFA
TEHHi 24T 9 o

3. EfRT—2DERE

W {GALEL OTFZEClE, FHIIH I SIDBA (Standard Image
Database) D% % W5 Z L 95%\vy, 2 TARIFZETD,
SIDBA OREHET 5 % FEMIC 2. LT ORI CH %
Yo TSR, Fig2llELdb,

SIDBA (ZI3 Kk 4 %2 4 AOWHEN D 5 A5, RIFFETIE
BFEFNC X 2EBME DL BT 5720, (a) 256 X 256,
(b) 512 x 512, (c) 1024 x 1024 ®E / » 1MW {% % 3 L
oo BBRICED TV PO IZEDNDH L L THREN
55, 256 x 256 TIE AWEIR, 512 x 512 T3R5 (%
(), 1024 X 1024 (IAtZ25 8 (Z28) %ERL T2,
Fig.2(d) 13, 512x 512 D€/ 7 0l SEE{ETH 5755, 2
LT Y PO E—O/hSVEROBIZ IR 720 1ZHY) 1

(d) Steam and Bridge
(512x512)

(a) Lenna
(256x256)

(b) Fishing Boat
(512 x512)

(c) Airport
(1024x1024)

Fig.2. Four sample images from SIDBA (Standard Im-
age Database).
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72 ({4-2) EiZH) o

BLEE CLE LRSI K EZ Wiz, LFSR o > 7
Uy TREIEERE L D RELS 22, BE7 74 VDB
AT LB FMEIE 1 RTINS L, HEAANECIEBRYIZ
HEHLTW5,

SIDBA (2i& 7 7 —Mi{g b HIEZ S LT85, KifsEo
FHETIEE/ 70l I T —OREWN L EZ T L\ 7T —H
BIZ 1 MFEIZOZRGB D3 fEZ L2720, 77— &0
F A ZDE 7 AWED 3HER BT TH 5D,

4. Diehard & X ~IZ & 3 5Hf

ELECSRE & R 51— RIS R & B 7 — F B
%o B 21% Diehard 7 2 F1O ik, # 103 bit O F— %
BOPLETH DL, TNIST 7 A D T, 1 ADOF A b
THI 100bit ZfEH L, 07 A+ % 1000 FILEFTH 2 &
RSN TV L DT, AFF107bit ESLEIZR b,

RETIE, Jfrifged@® & kIS Diehard 7 A 1O %
FIA L CTELEE D FFHifi 24T 9 o Diehard 7 A kiE NIST
T A ND T ERAETIZ RV, LELRT— 7 END RV
DRITEERED L WIFZEE B I8 L T\ 5o

(4-1) FMfAE  Dichard 7 A 34 18 FOF A b
Po%l, %7 ANTI1~100f# (5313 1) o p iz
HHT 5, EHHEORETEDSNTELT, FIHED
HEIZER SN TV B DT, RIFZETDH ILFTZE® DRk
22EZIZLTC, UTORETEENE %5 %,

AT B ELE T A AU p XX [0, 1) T—HEI25
fi$hZEDRWFHEENLDT, Table 1 (2R L 72 3EHETK
p ORI (PASS). /5§53 (WEAK) 2k (FAIL) %
HET Do FAIL OFAMER (WIFHE) 1X2x 1070 20T,
ADpsEEeH L (1313) S84 LR, WEAK D584
e (WIFE) 13 1x1072 2T, WEAK #° 1% 2%
g5 EIZIERTH S,

B2 313 O p fililz DT PASS/WEAK/FAIL O
Bars e, 2L 0plEEENTETA IO A PSR
ECRZTLEY ZXTUTOHFEIZLY), £TAMD
WRAHES Do %7 A NTHIEND p EOEED 3
PETHIUE, B p EOGAN—HTH L2 L)
D¥)5E % Kolmogorov-Smirnov ##52 (KS #7E) (2 & VAT
W, S5 N7z p ik Table 1 IR L7 R#ETHES 2, 7
A NOWSIT S p EA 2 HU T ThHIUE, LUIFISHE<R2 S
ECHBEZHET b H#TANTHIENS pllEIZ, Ok
2TH FAIL 28& E L, #0757 A2 M FAIL, A&
% p fEIZ FAIL 137 < £C WEAK Th 1L, TO7 A+
X WEAK. DA DYE, D7 A ML PASS &9 5,

CHLTEHELZAL 18 7 A M D#E % (PASS/WEAK/
FAIL OWER) 128D, ELEFIOME % 5§ %,

Fig.3 & Fig.4 1, 2 Tl L 7z 32-bit LFSR & 64-
bit LFSR % Diehard 7 A b T L 72458 CTd 5o HEwh
BERY TV EBE A THY, EH X an) =0 &
L CHEUES AR L T b, fitlhizs A T, W%
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Table 1. Diehard evaluation criteria®.

Decision [
PASS

WEAK
FAIL

Condition
0.005 < p < 0.995
0.000001 < p < 0.005, or 0.995 < p < 0.999999
p < 0.000001, or 0.999999 < p

18
16
14
12
10

8

#tests

oN B~ O

1 9 17 25 33 41
Base Period (B)

mPASS mWEAK = FAIL
Fig.3. Diehard test results of the 32-bit LFSR.

49 57

18
16
14
12
10

8

#tests

oON MO

1 9

17 25 33 M
Base Period (B)
mPASS m WEAK = FAIL

Fig.4. Diehard test results of the 64-bit LFSR.

49 57

PASS/WEAK/FAIL T/R LTV 5%,

WIS AR B NS 2 LR B E A LT S
A%, 32-bit LFSR (Fig.3) TII&THT A MIAKT A S
EHTER\, 32-bit LFSR ¢ 38 < 8 < 64 TFAIL 75
7 A M, Binary Rank (31x31) & Binary Rank (32x32)
D227 CdH b 32-bit LFSR DML 232 — 1 TH %77,
Z O AW TIE Binary Rank 7 A M IZAMETE 22\, 64-bit
LFSR (Fig.4) Ti&, po#KE & & ITHEmEA ML,
B=232TISHETHTAMIAHK LTS, IhUL, 1§
FETNG OMEIEEGT /R TH 5.

RIFZETIE, Hifg, /87 A—4% m, LFSR & (32, 64) # %
2 CEHMili% 179 728, Fig.3, Fig.4 ® X 9 |2 PASS/WEAK/
FAIL OWNRE TR T LB TTRIC R %o DT Cldk
bEIEL [FAIL O] 1ZEH L CHHAEIT) .

(4-2) 32-bit LFSR Oi57E  Fig. 5~Fig. 7 &, 32-bit
LESR 12K LC, ¥4 XDF7% 5 3 W% (Lenna, Fishing
Boat, Airport) TIEH X a(n) ZMZ CHEZERK L, H5
N7-8L%%) % Diehard 7 A b CEHMilli L 745K % F 2723

T B = 56 Tl Binary Rank Z/Jl 2 T Overlapping Sums 7 A b 75 FAIL
L., &EFFAIL #2033 L 2o T\ b,

IEEJ Trans. IA, Vol.145, No.4, 2025
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0 bit 1 bit
16 —2bit ——3bit
14 —4 it

#FAIL

0 8 16 24 32 40 48 56 64

Base period ()
Fig.5. Diehard test results of the Lenna (32-bit LFSR).

:]]2 0 bit 1 bit
—2 bit —3 bit
14 —4 bit

#FAIL

0 8 16 24 32 40 48 56 64

Base period ()

Fig.6. Diehard test results of the Fishing Boat (32-bit
LFSR).

12 0 bit 1 bit
—2bit ——3bit
14 —4 bit

#FAIL

0 8

16 24 32 40 48 56 64
Base period (B)

Fig.7. Diehard test results of the Airport (32-bit LFSR).

DTH b, fiehhid FAIL OF, HEEIEARY > 7)) v 7H
BB THhbo HHLALTME Y MIE mbit (0<m<4)
EFRRLT, ZNFNOHERETRL T h,

Fig.3 TH/RL7Z@EY, EOEARL m=0) Tk %
KELCLTH FAIL DSHR 2o 26 XHY) (1<m<4)
TIXELEGHE A E LT 57%, BiigE A 2oV S nis
(256 x 256) TIXFHLEMEN AT ThH b, WEH A X8
KEL B ERLESE A EL, 1024 x 1024 TlX B> 39
TFAIL 20 12% > T\ h, 2O D5, Hi§zHWwT
T THMBORS Ex 525, G E AT ET
b2 EDHERRTE T2,

=, 1<m<412B0C, SEMEORE LIRS
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Table 2. Average of the a(n) for 1 <m < 4.

Average (bit) [m:l m=2 m=3 m=4

Lenna 050 150 348 752
Fishing Boat 052 149 357 782
Airport 051 152 353 750
Stream and Bridge | 0.62  1.35 3.34 7.1

18
16

#FAIL

0 8 16 24 32 40 48 56 64

Base period (3)

Fig.8. Diehard test results of the Stream and Bridge
(32-bit LFSR).

Nhmore FU BIZBWT, mAVKE WIS FAIL 508
INEVWEHIZRZ DD, Z1UE Sn) OFHEDOEIZL S
LOTHDom>0Tlram) >0E%20T, LT
b 7)) v TR S (n) ($5R% 50 a(n) OFHMHEILE
T—=FIl Ko THRRBH, Fig.5~Fig. 7 2B 5 a(n) O
SEIME L Table 2 (SR Y) T 5o

Bl 2 1L Fig.5 2B WT, (B,m) 2815 5% FAIL H %
FB,m) LFT%5, F8,00=8, F8,1)=7, F(8,2) =5,
F(8,3)=5, F8,4)=4 CTho70, mHKEVHHFHEN
I bND, UL Sh) OFEEHRiZ RS 5
DTHNUL, BT REXZ2DIE F(16,0) =5, F(15,1) =2,
F(14,2) =3, F(12,3) =3, F(8,4) =4 THb7-0, m= 1
PREOBERE %2 5,

S 512, BRIZE o TIRELBRE O L3S 5wl
END Do EHLEHBIE, REROMHEA0THS [—74E]
EH{ETHA)e TOBARITEIZ an)=0THAH720, Gl
mE O RS N v, [H—4 8] 13O TR
% Tidd 7%, SIDBA OEMEMRIZ S HED B 2 WE)
EENTWD,

Fig.8 |, Mi{% [Stream and Bridge| (Fig.2(d)) 24 %
FHIFERTH B0 ZOBIRIL 512 X512 TH DA, [FHHY A
A® [Fishing Boat] (Fig.6) & H~<T FAIL 3%\, HFI2
m=1~2128F% FAIL#EP m=0 LIZIEZFELT, ME
WEDS AL N e ZORRIE, AWM FHED G5k %
GHiE L TCWDLOTHD,

W% [Stream and Bridge] ®t A + 7 F 4 (Fig.9)
X, HSDICAEKRG b= TP v VTR0 NL, H
FMH (8bit) DU 155 256 BEFH D H H, EIRICHILT 5
WFEHEIX 64 WY THY, %5 1928 ) OWBEHIZO0 &
o T\Who Fig. 9 IZfih7z 64 Rosx—1d, BEffICHB
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12000

10000

8000

6000

4000

OCCURENCE

2000

PIXEL VALUE (0 - 255)
Fig.9. Histgram of the Stream and Bridge.

FHMWFEM (6481)) IZHIEL T2, WRICHILL 2w
WFEME (19280) (IN—-0OMOZEHE LTHirhiTnb
2%, N—OREE—E T %\, HIEII 4 TH 525,
e T512%oTCV5h, ZOOWMFHENOT 2y ol
BUHEEZT<D L, 0957.7%, 1 5356.0%, 2 H329.9%, 3
2563% THY, ELWRIPEEL TS, 20X %
W%, REFFRICLLEHBELEI TN E 2T 5 &
Bbhd, o 3 W% (Lenna, Fishing Boat, Airport) @
FEFR I #5E 9 C, Stream and Bridge @ & 9 2% L W R )
FRONZ WV,

(4-3) 64-bit LFSR Di5E  (4-2) HiTRT&/ &
312, 32-bit LFSR Tix, #> 7V v VHMBORES X4 L
TIREBREICEKR TE L\, o T [BW—%E] 0L
ZEEmGR L 52 5 A1, S EAYMRT L TsH
IZHEDA U DT REMED D % o

) L-RER REET5121%, 6 X4 LT alishmE
WA B ALY & AT UL S v, BARBYIZIE, 64-bit
LFSR #ffifisiL, B>32 CETHTAMIAEWKTLZ
ENTESL (Figd)o ELE R L TEKTEAMETHN
X, [¥—7%28] 0 X9 2EETOEBTNIMEICEET
720, WLLTHEHTAZ LD TE %,

32-bit LFSR TS &2 L D LM E A\ L L7272
64-bit LFSR Th m>1 Tl m=0 & ) FEENE D E &
FTE L, Lo LERICI ZEMNITIDVLELR DT, 64-bit
LFSR T 32-bit LFSR & D FEER %175 720

Fig. 10~Fig. 12 {%, 64-bit LESR TIRE T % 5 L 72
#RTdH %o Lenna Tl B> 39, Fishing Boat Tld g > 32,
Airport TIZ > 32T, &THOF A MIEHLTWVA,

Airport (Fig.12) @ (8,m) = (61,2) T FAIL #3584 L C
V%75, Z#iE OPERMS5 O FAIL T& - 72 Dichard 7
Z k@ OPERMS5 (23N 938 5 2 S TH )12,
FATIFZED 12 BT O A% FAIL 5B ST 5,
it > T Brown"? @7 F/3A Z12HEvy, T 0 FAIL (33844
HTH 5 EHMT %,

A NT T AICHBED D S E R Stream and Bridge 122
W, FEikE R % Fig. 13 127”7§ 6 64-bit LESR % /14 %
Z &2k D, Stream and Bridge T FAIL 23| T& 5 Z

18

0 bit 1 bit
16 —2bit ——3bit
14 —4 bit
12
10

#FAIL

oON B~O

8

A

0 8 16 24 32 40 48 56 64
Base period ()

Fig. 10. Diehard test results of the Lenna (64-bit LFSR).

18 0 bit 1 bit
16 —2bit ——3bit
14 —4 bit

12

H#FAIL
OI\)-hO)OOB

0 8 16 24 32 40 48 56 64
Base period (f3)

Fig.11. Diehard test results of the Fishing Boat (64-bit
LFSR).

12 0 bit 1 bit
—2 bit —3 bit

14 —4 bit

12

A

0 8 16 24 32 40 48 56 64
Base period (f3)

#FAIL
OI\)-bG)OOE)\

Fig.12. Diehard test results of the Airport (64-bit
LFSR).

18 0 bit 1 bit
16 —2bit ——3 bit
14 ——4 it

12

/

0 8 16 24 32 40 48 56 64
Base period (B)

#FAIL
oNv kO ®O

Fig. 13. Diehard test results of the Stream and Bridge
(64-bit LFSR).
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Table 3.

NIST SP 800-22 test results (64-bit LFSR, 8 = 64).

Image

m=2

m=3 m=4

Lenna (256 x 256)
Fishing Boat (512 x 512)
Airport (1024 x 1024)

pass
pass

pass

pass fail (NonOverlappingTemplate)

pass fail (RandomExcursions)

pass fail (RandomExcursions)

Stream and Bridge (512 x 512)

fail (NonOverlappingTemplate)

pass pass

ENDbh D (Bym) = (39,1) I2B1) 5 FAIL i OPERMS
THY, F728>39 Tld FAIL %4 LA wizo, FEH
FoMEEEWEEbN S, —TF, (B,m)=(64,3) IZBIT
% FAIL 1% Overlapping Sums 7 A F THh b, LD B X
> m TIZ FAIL %A L TE 5T, D& 9 RI0ri %
FAIL OFEIZOWTHAE THREIEZD D> Tk, K
B (5H) T m22 TEEMEDKTAHB SN TBDY,
FNEREL-ERTH D LHENSINED, DL HEE
HIIARHTH 5,

5. NIST 7+ X b2 & 35

Table 3 (X, NIST SP 800-22 7 A hDiERE T L0721
DTH Do (4-3) FIOMERERIZHE, LFSR £ 64bit,
B=064 & L7z, GH51F pass, AEMIE fail LZRL, AN
HOBEIRE L7727 A PREFFIRNIR L2, 2B, Z
DEHETTIE, m=0 ESEEL) THNIST 7 A b %
pass T %,

412, Lenna, Fishing Boat, Airport ® 3 W{§27%H
Tho m=1,231CBIF5MHRIETHEMEY T, BfYAX
WCEOFTTAMIEWKET Ao m=0TEBELTL NIST 7
A MIEWTHI LMD, 64-bit LFSR, B =64 L\ 5%
FEFCIRmBRICE LTy P E =AY E L THEMERTEL
BAER S, EODBEY A XHELBHE A K
FEHVWEEZ BN,

m=412BVTIE, WINOWE TS NIST 7 A MMIAR
EHE RS TWE, ZOEFRIZOWTIIAETTHY, B
DL ZAHFHMANTH %,

L2L2ETHRNALZLHIZ, MFERMOLME Y M
ZALICZ L, Ty haE—3bhnw R FPHEEN S,
EHIZ4ETRZEIC, mPIKREL o TOEEMNE
M EL W72 Th <, FREOFTHEREE TR 2 &
m> 1 CHEEMEDP ST 25 60dH 5. 20720, #H
MEDSRTHIRY, ASvm 2FHT L2 LRSI
b0 TOEKRTm =4 OFFHIENEIEL, BET
LEENR VD, m=4 1B AR TIEREIC 2 S
72\,

KIZ, % Stream and Bridge D5 £ 2 Hat4 %, (4-2)
HiCTOIBRNEY, REGIZIEAERR =V T
Nd B 728, 32-bit LFSR % f\v:7z Diehard 7 A b Ti&
m=1,2 1BV TEEE DD > 72,

A2 Tl 64-bit LFSR Z W TEHEi$ 5720, 125 X
L (m=0) T NIST 7 A MIAHT 575, AEET
bm=1,3,4D5%&NHTTNIST 7 A k% pass L72o L&

197

L, REEO T 2bit TS 45272 & (m=2) 14,
NIST 7 A b2 fail L7z,

Stream and Bridge 34¥ %2 A b 7T A% FFOM{E T
HDH7D, Mo 3§ EIENORL ZiERIRENI- &
EZONDo &TORKERIZOWTHEENE % HiET 5
LW EETH LAY, Ak LB SROERTIE 4 Wfe
TIZOWTm= 1,3 VB REREZRL TS, 727 Lm
HREL %22 LEIHEEROMAL RATND 2 Lhn,
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Table 4. DIEHARD test!?.

Num. p-values

Test

Birthday Spacings 9
Overlapping 5-permutation (OPERMS) 2
Binary Rank (31x31) 1
Binary Rank (32x32) 1
Binary Rank (6x8) 25
Overlapping 20-tuples Bitstream 20
Overlapping Pairs Sparse Occupancy (OPSO) 23
Overlapping Quads Sparse Occupancy (OQSO) 28
DNA 31
Count the 1’s (stream) 1
Count the 1°s (specific) 25
Parking Lot 10
Minimum Distance 100
3-d spheres 20
Squeeze 1
Overlapping Sums 10
Runs Up/Down
Craps 2
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