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Implementation of Obfuscated Control Logic Circuit with LegUp and oLLVM

Shotaro Yamada*, Non-member, Shuichi Ichikawa**®, Member, Naoki Fujieda™, Non-member

(20194F 1 H 6 H A+, 20194F 6 A 5 H2AT)

It is an important issue to protect the intellectual property of software. The authors proposed to conceal some part

of software by implementing it as logic circuit. Though the security is further improved by obfuscating the logic cir-

cuit, it requires much effort to develop the dedicated obfuscation tool. Matsuoka et al. proposed using the software
obfuscation tool, Obfuscator-LLVM (oLLVM), with C-backend (CBE) and Xilinx Vivado HLS (high-level synthesis)
to generate the obfuscated logic circuit. This study proposes adopting another HLS, LegUp, to obfuscate logic circuit.

The feasibility of these two methods are examined with 12 applications of CHStone benchmark, each of which were

evaluated with four obfuscation methods (total 48 cases). In our experiments, Matsuoka’s method failed to generate

the correct hardware in 5 cases out of 48 cases. Meanwhile, the proposed method successfully generated the correct

hardware for all 48 cases. The average latency derived by the proposed method was 43% larger than that by Matsuoka’s
method. The logic scale derived by the proposed method was also 42% larger (LUT) and 112% larger (FF) than that

by Matsuoka’s method.
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Fig. 1. Flowchart of hardware obfuscation.
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Table 1. CHStone programs. ¥

Program | Design Description

dfadd
dfmul
dfdiv
dfsin

mips

Double-precision floating-point addition

Double-precision floating-point multiplication

Double-precision floating-point division

Sine function for double-precision floating-point numbers

Simplified MIPS processor

adpecm Adaptive differential pulse code modulation decoder and encoder

gsm
Jpeg
motion

Linear predictive coding analysis of global system for mobile communications

JPEG image decompression
Motion vector decoding of the MPEG-2
Advanced encryption standard

aes
blowfish

sha

Data encryption standard

Secure hash algorithm
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Table 2. Result of benchmark tests

Program | LegUp CBE+ Program | LegUp CBE+
VivadoHLS VivadoHLS
adpcm - - dfsin - -
adpcm_b - - dfsin_b - -
adpem_f - - dfsin_f - -
adpem._s - - dfsin_s - -
aes - - gsm - -
aes_b - - gsm_b - -
aes_f - - gsm_f - Simulation stuck
aes_s - - gsm_s - -
blowfish - - jpeg - -
blowfish_b - HLS failed jpeg-b - -
blowfish_f - Fail jpeg-f - Simulation stuck
blowfish_s - - jpeg-s - -
dfadd - - mips - -
dfadd-b - - mips-b - -
dfadd_f - - mips_f - -
dfadd_s - - mips_s - -
dfdiv - - motion - -
dfdiv_b - - motion_b - Fail
dfdiv_f - - motion_f - -
dfdiv_s - - motion_s - -
dfmul - - sha - -
dfmul_b - - sha_b - -
dfmul_f - - sha_f - -
dfmul_s - - sha_s - -
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Increase [%]

Increase [%]

100 0 100 200 300 400 -100 0 100 200 300 400
adpcm dfsin ' '
adpem_b dfsin_b
adpem_f dfsin_f
adpcm_s dfsin_s
aes gsm
aes_b gsm_b
aes_f gsm_f
aes_s gsm_s
blowfish jpeg
blowfish_b jpeg_b
OLatency .
blowfish_f jpeg_f
blowfish_s ﬁ' |t jpeg_s
dfadd e mFF mips
dfadd_b mips_b
dfadd_f mips_f
dfadd_s mips_s
dfdiv motion
dfdiv_b motion_b
dfdiv_f motion_f
dfdiv_s motion_s
dfmul sha
dfmul_b sha_b
dfmul_f sha_f
dfmul_s sha_s
Fig.2. Increase in latency, LUT, and FF
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Fig.3. Average overhead from obfuscation
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