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(3% ) Decryption of obfuscated instruction sequence by substitution cipher

Abstract

This study aims to examine the capabilities and limitations of statistical cryptanalysis on simple
substitution ciphers by evaluating n-gram frequency analysis for both natural-language text and
instruction sequences. Although substitution ciphers preserve statistical structure, naive 1- to 3-
gram frequency analysis achieved only limited decoding accuracy for text (36-49%) and instruction
sequences (44-50%). In contrast, combining frequency information with optimization methods
significantly improved the decryption accuracy for text, achieving up to 99% using greedy search
and simulated annealing. However, the same approach was ineffective for instruction sequences,
with match rates remaining below 34%, and extended scoring functions using combined n-gram log-
probabilities showed no further improvement. These results indicate that while modern
computational resources enable partial recovery of instruction-sequence ciphertext, achieving high-
accuracy decryption remains an open challenge.
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