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(@ A Study on Random Number Generation from Weather Data and LFSR )

Abstract

The purpose of this study is to design a TRN (True Random Number) that utilizes natural phenomena as
entropy sources. This study examines weather data which has the highest entropy. In this study, random
numbers are generated by combining wind direction data and the method proposed by Kamogari et al.
(2021) . Kamogari et al. simulated a fluctuation in the sampling cycle of 32-bit LFSR (Linear Feedback
Shift Register) . This study examines the LFSR whose sampling cycle is determined by the wind direction
data. The derived random numbers were confirmed to pass the NIST test under the appropriate conditions.
The results indicate that wind direction data can be used as an entropy source to generate TRN by adopting
appropriate hash function.
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