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Abstract

Recently, the defense of software against analysis, plagiarism and falsification has become an important
problem. Hines et al. (2005) proposed an Instruction Register File (IRF) and Packed Instructions for power
reduction on instruction fetch. Fujieda et al. (2016) used the IRF to protect software.

In this study, a Packed IRF Instruction that contains two IRF indices is implemented and evaluated, which
extends the design of Fujieda et al. (2016). The target processor is a MIPS32 Release 1 processor distributed
on OpenCores and the target FPGA device is Xilinx Artix-7 XC7A35TCPG236-1. According to the
evaluation results, the number of logic blocks (slices) was increased by 1.7% and the maximum operating
frequency was decrease by 0.1% The reduction of instruction fetch was ranged from 0.05% (dijkstra) to
11.39% (bitcount) .
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