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Abstract

There are many studies on dedicated hardware for modular exponentiation, which is used in public key
cryptosystem RSA (Rivest, Shamir, Adleman). Ayuzawa proposed two acceleration methods for the
high-radix Montgomery multiplication on FPGA (Field Programmable Gate Array), and evaluated their
advantages with logic synthesis. The first idea was to parallelize modular multiplication by using
right-to-left binary method (RL). The second was to use multiple clock signals (Multi). The purpose of this
paper is to evaluate these two methods using place and route (PAR). An interface module, composed of
serial-parallel and parallel-serial converters, was designed to reduce the number of pins. According to the
evaluation results, the relative increase of LUT and Register by RL became smaller than the previous
study. The execution time became eight times shorter using both RL and Multi, though the reduction ratio
became smaller by adding the interface module. The AT product was reduced by 75.1 % using the both
methods.

M =

RSA (Rivest, Shamir, Adleman)% (% U & LIzABRBEE SHAME, BHEAL AN BTV S, RSA [T
FRINFEEEZFA L CWDR, A7 ety ks Y 7 by = 7B IEHREAE LS, HEED D REW
7o, EE I EE S TR ERREFE AT O A — R = 7 O Tt T\ 5.

fiEE(2016)1%, TFRIARZ FHICIT ) FEOO L > TH L EASE L 2 A U EHIEIZK L, FPGA (Field
Programmable Gate Array) ~D3EEIi# L7z 2 SO@d b HEAIRE Lz, 1 SHIIREFORHETH D
NAFVEORRATH S, ARSI O IR/ NS WA E 31 F U 3E (LR) DAV LITE =0
WL, ZEmE AL UE RL) 2V CRERRZITNE Lz, 2 SEIXEREEE Y I 2 Y FRIEORGT
HD. FATIRTITH—27 vy 7 ZHWTWDIZR L, #HEIAL Y N TEWES 52— e v
— NEZCENET 22— 20, o ny 7 ZaHZ &Rk Lc. SRBIZI O OMEAAD
725 LR,_single, RL single, LR _multi, RL_multi ?® 4 fEEDOEFETE L I A ) FRESZ R L, PO
AERI DIRETEORMEZFRGE LT,

ABFFETIE, BRBOTER Lo _RE FERRER OEE ETHAIZOWT, BLEBRRE CITo 7285 OB 204 FHim
T5. AT E Y MIERSEREE S TA ) TR ABLUEART 5720, U T ART LV LR
TV TNEWRELTOA B —T oA ABIREZRET L, TN LTSS LB Aol %
fiftbr LTS e CRUERGIR AT o 7o, AEMEOFTHMmIC I Liff & FATRAH O Ch 5 AT FAfH L, mfElZiX Slice
$ie, FATHRFRNOIIAER R 2 V7=, DSP (Digital Signal Processing) = hMi7n 777 ) —F
TFR SN DY 72wkl Slice £ CHARL U Clnfs Ml 2 & b 7.

Slice DIEREF TH D LUT $5& LU AL ENT, A % —7 oA ARBEOIBINC L Y ZNEHUEcRK T 1.28 1%,
2.52 {HTIN L7z, IBIMEDEREE T A Y FRERFE L2 T 5 &, RL OB L 28I0E, S 7hE
AUR Y NS @AY

FATRRL, A > ¥ —7 =A ARIEOBNOF ) D05, RL OmEHTHELZ 4L, multi Om@EAH T
K114 L7200, EOICHEEHAEDOE T8 LTHZ L BAETHD Z L Mbh oz, LinlA v ¥ —7 =
A AEFEOIEIMZ LY, BoREIE X HHK CEWFRE O FA TR BRI PR R o, A v ¥ —T7 = A
Bl A BN L CRLERGR L 78540 AT filE, RL O T 1.6 %, multi O TK 732 % L, Zh
52 AT RL_multi T3 75.1 % DR D RS-,

FER DIROMFEE A T - BERT [E3E REET | 79

CFREMMUAETR O E L RE T DRREZ AT H 2 L)



