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(Preventing software falsification using Instruction Rejection Register File)

Abstract

Recently, the defense of software against analysis, plagiarism, and falsification has become an important
issue. Fujieda and Ichikawa proposed to use Instruction Register File (IRF) as a method to protect
software. The IRF is a table of frequently-used instructions, which is referred by an index of an IRF
instruction. The corresponding instruction can be executed both in an IRF instruction and in its original
form. Software may be thus falsified using the original form of the instructions.

This study presents Instruction Rejection Register File (IRRF), which is a device to reject the original
form of the instruction in the IRF. The target processor is Plasma. Our evaluation results show that the
IRRF can be implemented with small hardware cost on FPGA (Field Programmable Gate Array): the
increase of hardware cost was less than 1 % of Plasma. IRRF can reject 54.8 % of the original form of the
instruction in the IRF.
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